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1 About this Manual

This document describes the function and application of the software interface
ibaPDA-Interface-S7-Xplorer

This documentation is a supplement to the ibaPDA manual. Information about all the other
characteristics and functions of ibaPDA can be found in the ibaPDA manual or in the online help.

1.1 Target group and previous knowledge

This documentation addresses qualified professionals, who are familiar with handling electrical
and electronic modules as well as communication and measurement technology. A person is
regarded as a professional if he/she is capable of assessing the work assigned to him/her and
recognizing possible risks on the basis of his/her specialist training, knowledge and experience
and knowledge of the standard regulations.

This documentation in particular addresses persons, who are concerned with the configuration,
test, commissioning or maintenance of Programmable Logic Controllers of the supported prod-
ucts. For the handling ibaPDA-Interface-S7-Xplorer the following basic knowledge is required
and/or useful:

m Windows operating system
m Basic knowledge of ibaPDA

m Knowledge of configuration and operation of the relevant control system

1.2 Notations

In this manual, the following notations are used:

Action Notation

Menu command Menu Logic diagram

Calling the menu command Step 1 — Step 2 — Step 3 — Step x
Example:
Select the menu Logic diagram - Add - New function
block.

Keys <Key name>

Example: <Alt>; <F1>

Press the keys simultaneously <Key name> + <Key name>

Example: <Alt> + <Ctrl>

Buttons <Key name>

Example: <OK>; <Cancel>

File names, paths "Filename", "Path"

Example: "Test.doc"
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1.3 Used symbols

If safety instructions or other notes are used in this manual, they mean:

Danger!
The non-observance of this safety information may result in an imminent risk
of death or severe injury:
m Observe the specified measures.

Warning!
The non-observance of this safety information may result in a potential risk of
death or severe injury!
m Observe the specified measures.

Caution!

The non-observance of this safety information may result in a potential risk of
injury or material damage!

m Observe the specified measures

Note

® A note specifies special requirements or actions to be observed.

O Tip or example as a helpful note or insider tip to make the work a little bit easier.

Other documentation

Reference to additional documentation or further reading.

6 Issue 2.1 @
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2 System requirements S7-Xplorer

The following system requirements are necessary for the use of the S7-Xplorer data interface:

m ibaPDA v7.0 or higher

m Basic license for ibaPDA + license for ibaPDA-Interface-PLC-Xplorer or ibaPDA-Inter-
face-S7-Xplorer

m For more than 16 connections, you need additional ibaPDA-Interface-S7-Xplorer licenses

Note

° The ibaPDA-Interface-PLC-Xplorer license contains, among others, the license for
1 the S7-Xplorer interface.

m SIMATIC S7-controller LOGO!, S7-200, S7-300, S7-400, S7-400H, S7-1200, S7-1500 or WinAC
RTX or S5

m SIMATIC STEP 7 or SIMATIC NET, in case PC/CP connections should be used
m SIMATIC STEP 7 and S7-CFC, in case signals are to be selected using Drag & Drop

Other documentation

For more prerequisites concerning the used PC hardware and the supported op-
erating systems, please see the ibaPDA documentation

System restrictions
m Restrictions SIMATIC TIA-Portal:

= SIMATIC TIA-Portal STEP 7 V14 SP1 or higher is a prerequisite for generating address books
from TIA Portal projects.

m Restrictions S7-1200 CPU:

= For the TIA connection mode with S7-1200 CPUs, only firmware versions > V4 are support-
ed by the S7-Xplorer module.

m Restrictions LOGO! and S7-200:
= Only LOGO!-controllers of the O0BA7 and OBAS8 families are supported.
= Access to absolute operands only

= The controllers SIMATIC LOGO! and SIMATIC S7-200 are to be configured via special soft-
ware tools. Both project types cannot be read by ibaPDA. Hence, address books cannot be
generated for a signal selection by means of the symbolic names or CFC connectors.

m Restrictions for S5:

= Since ibaPDA cannot read SIMATIC STEP 5 projects, yet, address books for the signal selec-
tion cannot be created with the symbolic names.

@ Issue 2.1 7



System requirements S7-Xplorer ibaPDA-Interface-S7-Xplorer

Regarding the number of connections, the following technical constraints apply:

The number of S7-, SINAMICS- and SIMOTION-Xplorer connections is limited to 240. TCP and
PC/CP connections of the SINAMICS-, SIMOTION- and SINUMERIK-Xplorer are evaluated differ-
ently. A SINAMICS-, SIMOTION- or SINUMERIK-Xplorer connection over TCP only counts 1/16. A
PC/CP connection is calculated in full.

This means:

Number of S7-Xplorer connections

+ number of SINAMICS-Xplorer-TCP connections not routed / 16 %
+ number of SIMOTION-Xplorer-TCP connections not routed / 16
+ number of SINUMERIK-Xplorer-TCP connections not routed / 16
+ number of SINAMICS-Xplorer-TCP connections routed

+ number of SIMOTION-Xplorer-TCP connections routed

+ number of SINAMICS-Xplorer-PC/CP connections

+ number of SIMOTION-Xplorer-PC/CP connections

+ number of SINUMERIK-Xplorer-PC/CP connections

<= 240!

Y Only active connections are taken into account. The division must always be rounded to the
next larger number (“one connection resource per started 16 connections”).

Access to the SINAMICS Control Units which are integrated in the SIMOTION controls is not sup-
ported.

License information

Order no. Product name Description

31.000.001 |ibaPDA-Interface-S7-Xplorer Extension license for an ibaPDA system
adding the data interface:

+ S7-Xplorer (interface to SIMATIC S7)

31.100.001 |one-step-up-Interface-S7-Xplorer Extension license for 16 further
S7-Xplorer connections, (a maximum of
14 permissible)

Table 1: Available S7-Xplorer licenses
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Note
® To use more than 16 data connections per interface, you can purchase the one-
1 step-up-... extension licenses separately for each interface. Up to 16 further

connections to PLCs can be established on each one-step-up-license. Up to 240
connections can be configured and used per data interface with the multiple
purchase or multiple release of these licenses (up to 15 in total). Exception of
SIGMATEK: Here, only up to 4 licenses (64 connections) can be activated.

250 AB, B&R, Bachmann, CODESYS, Logix, MELSEC, S7, TwinCAT

Number of connections

200

150

100

50

Please consider the limitation of signals given by the ibaPDA base license.
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3 PLC-Xplorer data interface to SIMATIC S7 systems

3.1 General information

The S7-Xplorer interface is suitable for acquiring measured data via TCP/IP using the standard
network interface cards as well as using the PPI, MPI, Profibus, TCP/IP and ISO transport logs via
SIMATIC NET interface cards. Access is transparent for the controller. Separate engineering and
programming of the control is not necessary.

The signals to be measured can be comfortably selected either with the absolute operand ad-
dress or with the symbolic name with support of the ibaPDA address book browser. This brows-
er allows to access to all defined symbols of the attached STEP 7 project.

When using the SIMATIC CFC editor (version V 6.0 or higher) on the same PC, the signals
that are to be measured and the connectors from the control program can be configured via
drag & drop.

Using an additional interface converter (ACCON-S5-LAN®, Deltalogic), also measured data from a
SIMATIC S5 controller can be acquired via its AS511 interface.
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3.2 System topologies

The connections to the control systems can be established via standard interfaces of the com-
puter or corresponding CP modules.

The different connection types are categorized as follows:

m TCP/IP connection via the standard network interface

m SIMATIC specific connections via standard network adapters, special coupling modules (CP)
or coupling adapters.

Controller | TCP/IP connection |PPI/MPI/Profibus | MPI/Profibus con- | TCP/IP and ISO
via the standard connection via CP | nection via adapt- | connection (PC/
network interface | modules (PC/CP) |er (PC/CP) CP)

S5 XY

LOGO! X2

S$7-200 X3 X X®

S7-300 X4 X X7 X4

S7-400 X4 X3 X7 X4

S7-400H x4 x> X7 x4

$7-1200 X

$7-1500 X

Table 2: Available connection types

1 On side of the SIMATIC S5, the AS511 interface is used with an additional interface converter
(ACCON-S5-LAN °, Deltalogic).

2 Only modules with Ethernet interface TCP/IP are supported (starting from ...-0BA7)

3 Only with CP243-1

*Only CPU/CP, whose Ethernet interface supports TCP/IP or ISO respectively

> Only with CP55xx (MPI), CP56xx (PPI/MPI/PROFIBUS) or CP57xx (PPI/MPI/PROFIBUS)
® PPl Multimaster cable is NOT supported.

” MPI/DP adapter serial / USB / TCP/IP

Additional Siemens software (e.g. SIMATIC NET or SIMATIC STEP 7) is needed for operation, in
case the connection to the control system is established via a SIMATIC NET card in the com-
puter to an integrated Ethernet interface of the CPU (if available) or to a CP module in the PLC.
Please take into account that further licenses are required which are not part of ibaPDA-Inter-
face-PLC-Xplorer.

Note
° It is recommended carrying out the TCP/IP communication on a separate net-
1 work segment to exclude a mutual influence by other network components.
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3.3 Configuration and engineering SIMATIC S7

Generally, no specific engineering and programming is necessary on the control side. In particu-
lar, no program modules have to be activated.

When using the PC/CP connection mode, a suitable access point is to be configured in the SI-
MATIC PG/PC interface on the ibaPDA computer (see @ Setting PG/PC interface / defining new
access point, page 85).

Only for the LOGO! and S7-200 controller types, an Ethernet connection has to be configured
in the control system (see A LOGO! configuration, page 12 and & S7-200 configuration,
page 14).

3.3.1 LOGO! configuration

Access to LOGO! CPU is carried out via Ethernet only.

The following LOGO! types are supported:

m SIMATIC LOGO! 0BA7

m SIMATIC LOGO! 0BA8

When using LOGO! 0BA7, you first have to establish an Ethernet connection with your LOGO!

software or configure an existing connection respectively.

Create Ethernet connection

1. Select the menu Tools - Ethernet connections... in the LOGO! programming software

i LoGoiSoft Comfort

File Edt Format View | Tools ‘Window Help

JD'@'.“Hé Transfer LA |
_I W Dekerming LOGO! F2
- | | Constants
% -7 Digital Seleck Hardware. .. Strg+H [T
I — 1 Inpuk : ;
S, B Cisor kay n_I:.n Simulation F3
o F LOGE0! TOF Simulation Parameters. ..
- 8 Shift registe A&l Online Test
w13 Skatus 0 (loy
- hi Status 1 (hic Connect Moderm, .,
-8 Cutput B8 Disconnect Maodem
- £ pen canne
m - M Flag m Ethernet Connections. ..
[
3 -3 Analog . Parameter ¥4 Mapping...
A - A Ainalog inpul
4 finalog oukp ;
-0 —am analog flag Spron-
1L L
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2. Select "Add connection"

4! Configure address and connections: 5[
~Module Address
IP Address: [192.168. 1. 5

Subnet Mask: I255.255.255. ]

Gakteway: I .

~Peer-to-Peer Connections

(6] I Cancel | Help |

3. Select “Server connection”, enter a TSAP (e.g. 20.00) and activate “Accept all connection re-
quests”. The TSAP used has to comply with that used in & Module LOGO!, page 43.
x|

" Client Connection: Requests data transfer between the local PLC and a remnote PLC

{* Server Connection: Responds to connection requests From remote clisnts

Local Properties (Server) Remate Properties (Client)
TSAR: IZU-UU TSAR: IZU-UU

[ Connect with an Operator Panel (OF)

Only this connection

Keep alive

[ Enable the Keep Alive Function For this connection

Keep Alive Interval: I a ﬁil Seconds

K I Cancel | Help |

When using a LOGO! 0BAS, this is not required. However, the user has to consider here that ev-
ery connection to the PLC has a 10 seconds timeout. Hence, an open connection will be closed
automatically, if for a period of 10 seconds no user data are being exchanged.
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3.3.2 $7-200 configuration

Access to the S7-200 is carried out via Ethernet. Therefore, you first have to establish a connec-
tion using the STEP 7-Micro/WIN software or parameterize an existing connection accordingly.
The following figures provide more details on this.

1. Inthe STEP 7-Micro/WIN software, start the Ethernet wizard in the menu Tools — Ethernet
Wizard...

/WIN - Project1 - [SIMATIC LAD]

Ej) File Edit wiew PLC Debug | Tools Windows Help

;ﬁ = ﬁ ‘% & ‘ 8 Instruction 'Wizard. ..

Text Display Wizard. ..

A % S7-200 Explarer. ..
TD Kevpad Designet. ..
LT E|-- Projectl
..... @ wh  Position Control Wizard...
= - B cr. EM 253 Control Panel...
: E #-€H Proc  Modem Expansion Wizard. ..

Program Black (& Symm
o[ Stat A5 Wizard...

E

E

[#

,ﬁ |:|'" Date  Inkermet Wizard. .,
a G syt Recipe Wizard...
£

E

[

E

(ZE
—

Symbol T able

o) Cro2 pata Log Wizard...
- Camr

-3 Wiz
]--q‘ Too  Cuskomize...
=-[#] Instructs Options...
(3] Favorfes

PID Ture Conkrol Panel. ..

2. Create an Ethernet connection.

Ethernet Wizard x|

—Module Command Byte

D etermine the O-address by counting the output bytes used by any 1/0 modules attached to the
PLC before the CP 243-1 module.

4B |1 _,:i'

— Peer-to-Peer Connection:

how many connections you wish to configure for this module.

A

I The CP 243-1 module will support a maximum of 8 asynchronous, concurent connections. Select

Mumber of connections to configure far this module:

(=

]
E
[
=
T
]

Industrial Click 'Mext' to edit the connections for this configuration.

<Prev I Mest> I Cancel
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3. Select “Server connection”, enter a TSAP (e.g. 10.00) and activate “Accept all connection re-
quirements”. The TSAP used has to comply with that used in & Module S7-200, page 46.

Configure Connections ﬂ

You have requested 1 connection(z). For each connection, specify whether the connection thould act az a
client or zerver, and configure itz associated properties.

— Connection 0 [1 connections requested)

" Thiz is a Client Connection: Client connections request data transfers between the local PLE and a
remote server.

{* Thiz iz a Server Connection: Servers respond to connection requests from remote clients.

— Local Properties [Server) — Remote Properhies [Client]
TSAP TSARP

| 10.00 I 10.M

[ This server will connect with an Operator
Farnel [OF].

¥ iccept all connection requests. |

Aocept connechan requesta fron the following

client ol

v Enable the Keep &live function for thiz connection.

Flease specify a symbalic name for this client cannection. Your progranm catireference this cannection
symbolicallywhern nitiating data tranafers with the remote server.

< Prey Connection | M ext Connection = |

OF I Cancel |

@ Issue 2.1
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3.33 Configuration of S7-300 and S7-400

Access protection
An access protection can be configured for $7-300/400 CPUs:

r = ™
Properties - CPU 412-2 PN - (R0/52) ||

General i Startup ! Synchronous Cycle Intermrupts 1 Cycle/Clock Memoryi Retentive Memorﬂ Memor:.']
Intemupts ] Time-of-Day Intemupts i Cyclic Intemupts ] Diagnostics/Clock  Protection i Web l

— Protection level —
&4

Ig;
[” Canbe bypassed with password
€ 2: Write-protection

" 3: Read/write-protection

o | bk

Fig. 1: Configuration of the protective level in the CPU properties

Depending on the settings a read and/or write access on the CPU by ibaPDA may be permitted
or not.
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3.34 Configuration of $7-1200 and S7-1500
Please note the following when using the module S7-Xplorer on the CPUs S7-1200 and S7-1500:

in case of connection mode TCP/IP or PC/CP
m Access to data blocks only without "Optimized block access".

ibaTCPIP [DB200]

Lenlal

General .
: Attributes
Information
Time stamps
Compilation D Only store in load memory
feotection [ Data black write-protected in the device
Attributes

S ONlEad Wit | [ optimizd block access

Fig. 2: Attributes for block access (57-1200, S7-1500)

m In the CPU properties (Properties - General - Protection - Connection mechanisms) the access
has to be activated via PUT/GET communication.

G, Properties

J General || 10 tags || Texts |
* General 1 2
Project information Ciection
Catalog information Protection
Identification & Maintenance
« PROFINETinterface [X1] Select the access level for the PLC.
General
Ethernetaddre-sm?s Access level Access Access permission
e S)I'HChanltIDn HMI Read Write Fassword Confirmation
Dpsiatig molde @ Full access (no protection) W W i
» P.tlivanced options b o s v v
Web serveraccess O T =

Hardware identifier :
(7) Mo access (complete protection)

-

FROFINET interface [X2]
DF interface [X3]
Startup

Cycle Full access (no protection):
TA Portal users and HMI applications will have access to all functions.
Mo password is required.

-

Communication load
systern and clock memaory
¥ Systern diagnostics
General
Alarm settings
Web server

-

Display

Userinterface languages
Time of day

Protection

-

Syst | 5 F
Yol PONETSHPEY Connection mechanisms

Connection resources

Overview of addresses E Permit access with PUTIGET cornmunication from remaote partner (PLC, HMI, OPC, )

Fig. 3: Permit access PUT/GET

For the S7-1200, this option is only available beginning with firmware V4.0.
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For connection mode TCP/IP S7-1x00
Nothing to observe

Access protection

An access protection can be enabled for an S7-1200 and S7-1500 CPU. The following dependen-
cies on ibaPDA apply:

Access level CPU access ibaPDA reads symbols | S7-Xplorer access
from CPU

Full access HMI, read, write OK OK

(no protection)

Read access HMI, read OK OK

HMI access HMI No OK

No access No No

(complete protection)

Table 3: Access protection S7-1200/1500

3.4 Configuration & engineering ibaPDA

Open the I/0O manager, e.g. with the toolbar -

If all the system requirements are met, (see & System requirements S7-Xplorer, page 7) the
"S7-Xplorer" interface will be displayed in the signal tree.

rd — 7 = ™
iba I/0 Manager : h i » : - Elﬂlﬂ
1 B ﬁ H 23 - |Hardware | Groups Technostring OQutputs | =3
w-£% General
-2 S7-Xplarer,
o [
lﬁ’ : 0 e [T] Set all values to zero when the connection to a PLC is lost [ Manage addressbooks ]
H Playback [ Start acquisition even ff a PLC is not accessible [ Bhenloaiic ]
@ﬁs Vilurd [ Allow inaccessible symbols
@8 Unmapped it l Reset counters: ]
Update time Response time  Response ime  Response time  Response time
Name brror.count Actual Actual Average Min Man (o
0 7 2 ? 5 7 | ? 7
1 ? ? ? 2 ? ? ?
2 ? ? ? 3 ? ? ?
3 ? ? ? 2 ? ? ? e
|||||||||||||||||||||||||||||||||
0 256 512 768 1024 1230 1536 1792 < 1 E Dk ] [ Apply ] [
b p———— - _ ___ -

Fig. 4: Interface in the I/O manager
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34.1 General interface settings

The interface itself has the following functions and configuration options:

W

[ Set all values to zero when the connection to an 57 is lost I Manage addressbooks I

[ Start acquisition even ff an 57 CPU is not accessible [ P l

[ Mllow inaccessible 57 operands [

[T Enable S57-%plorer outputs Reset counters ]

Update time Response time  Response time  Response time  Response time |

e Grogtont Actual Actual Average Min Max
o 57 Xplorer TCP/IP (0) (1] 10 ms 3ms 2Zms 2ms 13ms |
1 57 ¥plorer PC/CP (1) 0 oms | 3ms | 3ms | 2ms | 1m@ms
S - e T = T et
3 57-200 (3) 0 ©ms | 9ms | 8ms | S5ms | &ms |
< e BE I

Fig. 5: General interface settings

Set all values to zero when the connection to a PLC is lost
If this option is activated, all measured values of an S7-CPU are reset to 0 as soon as the connec-
tion gets lost.

Start acquisition even if a PLC is not accessible

If this option is enabled, the acquisition will start even if an S7 CPU is not accessible. Instead of
an error, a warning is indicated in the validation dialog. If the system was started without a con-
nection to the S7-CPU, ibaPDA will periodically attempt to connect to the CPU.

Allow inaccessible symbols
Enable this option to start the acquisition even if no S7 operands are accessible. The inaccessi-
ble operands are indicated as a warning in the validation dialog.

Enable S7-Xplorer outputs
Enable this option for activating the output modules. With the S7-Xplorer outputs you can write
directly on S7 operands and S7 symbols.

Caution

Please consider that writing data to the PLC might exert an influence on pro-

& grams running on the PLC and can lead to adverse reactions and processes.
Please make sure that no danger arises from the activation. Please take into
consideration that the description of data in the controller has influence on the
programs which run there and can result in unwanted reactions and processes.
Therefore please make sure that activating the S7-Xplorer outputs does not in-
volve any risks.

Manage address books
For more details about working with S7 address books, see & Address books, page 56.

Open log file

If connections to S7 controllers have been established, all connection specific actions are re-
corded in a text file. With this button, you can open and have a look at this file. In the file sys-
tem on the harddisk, you will find the log files in the program path of the ibaPDA server (...\
Programs\iba\ibaPDA\Server\Log\). The file name of the current log file is S7Log.txt, the name
of the archived log files is S7Log_yyyy_mm_dd_hh_mm_ss.txt.
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Reset counter
Resets the error counter as well as the response times in the connection table to zero.

Connection table
The table shows the counters as well as the response times of the individual connections during
data measurement.

For further details see & Connection table, page 70

3.4.2 Add module

Add a module by clicking below the interface. Select the desired module type and click on <OK>.

i i Add module x
MName : E;?-,". |
Module type :
3= 57-Xplorer
% S7-¥plorer redundant
Qﬂ.Diagnostics
B LoGo!
=155 (LAN adapter)
B 57-200
Fig. 6: Add module
Module name Description
S7-Xplorer Connection to SIMATIC S7-300, S7-400, S7-1200 and S7-1500
S7-Xplorer redundant redundant connection to SIMATIC S7-300, S7-400, S7-400H,
S$7-1200 and S7-1500 via the standard network interface
LOGO! Connection to SIMATIC LOGO!
S$7-200 Connection to SIMATIC S7-200
S5 (LAN adapter) Connection to SIMATIC S5 via AS511 (Adapter ACCON-S5-
LAN®, Deltalogic required)
Diagnostics Allows the recording of connection related diagnostic data.

Table 4: Module overview of the S7-Xplorer interface
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343 General module settings

All modules have the following settings in common:

S7:-Xplorer d GE/IE|

|§* General | #f Connection | "\ Analog | Il Digital | Diagnestics
4 Basic
Module Type S7-¥plorer
Locked False
Enabled | True
MName S57-Xplorer TCP/IP
Module Mo. 0
Timebase 10 ms
llse name as prefix False
4 Module Layout
Mo. analog signals 32
Mo, digital signals 32
a 57
EEEISN (O No addressbook L=
|Ipdate time |10 ms
Connection 0

Fig. 7: General module settings

Basic settings

Module Type (information only)
Indicates the type of the current module.

Locked
A module can be locked to avoid unintentional or unauthorized changing of the module set-
tings.

Enabled
Disabled modules are excluded from signal acquisition.

Name
The plain text name should be entered here as the module designation.

Module No.
Internal reference number of the module. This number determines the order of the modules in
the signal tree of ibaPDA client and ibaAnalyzer.

Time base
All signals of the module will be sampled on this time base.

Use name as prefix
Puts the module name in front of the signal names.
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Module Layout

No. of analog/digital signals
Defines the number of configurable analog/digital signals in the signal tables. The default set-
ting is 32. You can change the number. 1000 is the maximum value.

Note
P Observe the maximum number of signals permitted by your basic license for
1 ibaPDA.

Note
P Take into consideration that the number of signals, which are read by a CPU, in-
1 fluences the minimum achievable update cycle. The more signals acquired, the

longer the achievable update time.
S7

CPU name (not available with all modules)
Address book to which this module is connected. This is where the symbolic operands are se-
lected.

S$7 update time

Displays the reference update time during which data can be requested from the PLC. If the PLC
needs more time for transferring the data, the real current update time may be higher than the
set value in course of the measurement. In the connection table you can check the real updat-
ing time of the data.

Connection (read only)
Connection ID that is used to access S7.

Other documentation

For a detailed description of the parameters, please see the ibaPDA manual.

Link "Select symbols"

Click on this link after the connection has been successfully established in order to configure the
signals to be measured.

For further information see @ Signal configuration, page 23.
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3.4.4 Connection settings

The connection of the module to the controller is configured in the Connection tab.

The connection settings differ according to the controller type. You will find a detailed descrip-
tion in

2 Module S7-Xplorer, page 32

? Module S7-Xplorer redundant, page 41

2 Module LOGO!, page 43

2 Module S7-200, page 46

2 Module S5 (LAN adapter), page 49

2 Module S7-Xplorer diagnostics, page 54

3.4.5 Signal configuration

The signals to be acquired are selected in the I/O manager.
There are 3 different ways for selecting the signals to be acquired:
1. Selection via the absolute address of the S7 operands

2. Selection via the S7 symbol addresses (symbol table and symbols from DBs) in a symbol
browser

3. Selection via the CFC connectors (when programming the CPU with S7-CFC V6.0 or higher)

The following controllers, connection modes and selection methods are supported:

Controller Connection mode and signal selection
TCP/IP PC/CP TCP/IP S7-1x00
ABS SYM CFC ABS SYM CFC ABS SYM CFC
S5 X
LOGO! X
$7-200 X X
$7-300 X X X X X X
$7-400 X X X X X X
S$7-400H X X X X X X
$7-1200 X X
$7-1500 XY X

Explanation: ABSolute address, SYMbolic, CFCconnector

1 no access on optimized blocks
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Note
P When using the TIMER operand type with S7-200 controllers, you have to con-
1 sider that this type has - depending on the operand address - different fixed time

bases. Unlike the S7-300 / S7-400 controllers, this type cannot be selected in the
configuration and cannot be read by ibaPDA.

This is why - when using ibaPDA - you have to multiply the read value with the
time base determined from the S7-200 manual for getting an absolute time val-
ue in milliseconds.

3.4.5.1 Access via the absolute address of the operands
There are 2 ways for selecting the measurement values via the operand address.

m You can either click “Select S7 operands” (hyperlink) in the General tab of the module to
open the S7 operand editor.

S7-Xplarer(0

=7

|§* General| 4 Connection | "\ Analog | Il Digital | 44 Diagnostics

4 Basic
S7-¥plorer
Locked False
Enabled | True
Name S7-Xplorer
Module No. 0
Timebasze 10ms
Usze name as prefix Falze
4 Module Layout
MNo. analog signals 32
No. digital signals 32
4 57
CPU Name [@] Mo addressbook
Update time 10 ms
Connection 0
| Module Type
This is the type of this module.

I
! Select 57 operands

| Manage sddressbooks Diagnostic overview

Fig. 8: Selecting S7 operands

m Orclickin a field of the “S7 operand” column in the Analog or Digital tab of the module.
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S7-Xplarer(0

| %= General | & Connection | "\ Analog| I Digital | < Diagnostics
Mame Unit Gain Offset 57 Operand 57 DataType Active
0 counter 16bit i MW 100 WORD
1 counter 32bit 1 0/ MD 104 DWORD
2 sinus 1 0/ MD 112 REAL
3 cosinus 1 0/ MD 115 REAL
= e
5 1| 0 NT | ]

Fig. 9: Selecting S7 operand

In both cases, a dialog box is opened, in which you can select the S7 operand to be measured.

' = ™,
[ s7 Operand Constructor m

Operand Motation: MW 100

Datatype: WORD -

Cperand Address

|
MEB
EW
AW
ED
AD
MO
PEBE
PEW
PED
OB
D
Z

ok | [ Ccancel

- — - —

Fig. 10: S7 operand constructor
After you have set the desired operand address, click <OK> to exit the dialog.

Thereafter, you can enter the signal name in the Name column.
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%= General | 4 Connection |\ Analog [l Digital < Diagnostics
Mame |Init Gain Offset 57 Operand S7DataType Active
0 :counter 18bit 1 0 MW 100 WORD
1 counter 32bit i 0 MD 104 DWORD
2 sinus 1 0/MD 112 REAL
3 cosinus i 0 MD 116 REAL
3 1 0 INT [l

Fig. 11: Operand names

You can enter the desired operand address also directly in the S7 Operand column without using

the S7 operand editor.

3.4.5.2 Selection via the symbolic operand addresses

This method of access requires that the signals to be measured already have an entry in the S7
symbol table, the PLC variable list or in a data block and that an address book has been created
(see chapter & Address books, page 56).

An advantage of this way of access is that the symbol addresses are applied automatically in

ibaPDA as signal names.

You can integrate an address book into the module as follows:

1. Select the S7-CPU you want to assign this module to in the drop down menu on the General
tab of the module under "CPU Name".

|| 5 General| @ Connection | "\ Analog | I Digital | 4 Disgnostics

4 Basic
Module Type ST-¥plarer
Locked Falze
Enabled | True
Mame | S7-Xplorer
Meodule No. 0
Timebase 10ms
Use name as prefix False
4 Module Layout
Mo. analog signals 3z
Mo. digital signals 32
a S7 '
[ ¥ 412PN (CPU 412-2 PN) + |
Update time
Connecticn [ .
CPU Name La Create addresshook. .
Select the 57 CPU that is linked To This modwie. T o LPO 15

selected then reguest via S7 symbols is disabled and anly

request via S7 operands is available.

2. Onthe Analog and Digital tabs, an additional column S7 Symbol is displayed.
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Unit Gain Offset] 57 Symbol 7 Operand 57 DataType Active

L5

1 1 i INT 1
2 1 i INT i
3 £ i INT "]
4 i l: INT ol

Now you can access symbol addresses using the ,,S7 CFC- and Symbol Browser" (in short: sym-
bol browser). The symbol browser can be opened in different ways:

1. Click on the link "Select S7 symbols" on the General tab of the module. The selected signals
are entered automatically in the appropriate table Analog or Digital. The symbol browser
stays open until it is closed with <OK>. Therefore, several signals can be added successively.

Select 57 operands Select 57 symbals
Manage addressbooks EQrostic overview

2. Onthe Analog or Digital tabs click in a cell of the S7 Symbol column. You can only select the
symbols with the data type matching the table. After every selection, the symbol browser is
closed.

S7-Xplarer(0)
|35 General | ¥ Connection | "\ Analog| Il Digital | < Diagnostics
Mame Unit Gain Offset 57 Symbol S7Operand  S7DataType  Active
0 counter_ishit 1 0| SYMBOL\\counter_16bit | MW 100 WORD
1 counter_32hit i 0| 5YMBOL\\counter_32bit | MD 104 DWORD
2 counter_i0ms 1 0| SYMBOL\\counter_10ms | MW 120 WWORD
3 counter_1ms 1 0|SYMBOL\\counter_ims | MW 122 WORD
+ R = [
5 cosinus 1 0|SYMBOL\\cosinus | MD 116 REAL
5 1 0 INT a

In the symbol browser, you have the following options:

= CFC variables:
On the CFC tab, you can select the configured CFC variables — consisting of the configured
names of chart, block and connector.

= DB variables:
On the DB tab, the individual data blocks and their variables are displayed.

= Symbol table:
On the Symbols tab, the entries of the S7 symbol table can be selected.

= Search tab:
You can search the variables with a part of their name.
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57 symbol browser x
57CPU: |cPU_mit_DP-F {CPU 314C-2 DP)
57 symbal: [5YMBOL\Cosinus_INT |

o _

|3 crc | DB |G Symbols |, Search |
«F ADD_R A
& BLEMOV
& COLD RESTART
& COMM_FLT
& COMPLETE RESTART
¢ Cosinus_ibaPDA
@
3 DMSK_FLT
& DPWR_DAT
@ ergebnis
@ 1/0_FLT1
&3 baPDA_COM-FC
43 baPDA_DB_ERRORS
3 baPDA_DB_interf_Slaved
¢ baPDA_DB_irterf_Slaves
¥ baPDA_DB_interf_Slavet
5 baPDA_DB_interf_Slave7
& ibaPDA_INIT-FC

A o BOA At

[] Show only allowed operands

Signal name: i 57 symbol V_E
Signal comment 1: |ST-r comment |
Signal comment 2: I Do not change v-i l}pdéte address_book_ . . _Cancel

Fig. 12: S7-CFC and symbol browser

After having selected the variable, the operand address, the data type and a comment are dis-
played on the right side.

The variables are shown in the following colors:

Green The operand is valid and can be transferred to the module setting with <OK>.

Yellow The operand has a data type that does not match the selected column, e. g. in
case you have selected a Boolean variable as analog value or an integer value as
digital value.

Red The operand has a data type that is not supported by ibaPDA (e.g. STRING), or
the operand is a constant.

Show only allowed operands

If you activate this option, only allowed operands and symbols (no red and yellows ones) for the
current signal table which you opened from the browser are shown in the tree structure. This is
done for transparency reasons.

Signal name, signal comment 1 and 2

Usually, the symbolic signals name from STEP 7 is adopted as signal name in the I/O manager.
Using these three combo boxes you can alternatively design the signal name and both com-
ments.

Please select an option from the alternatives offered. If a signal name or comment in the signal
table should not be changed, select “do not change”.
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Lookup symbols in the signal grid

|%I= General 'ﬁ Connection |'A'U Analog i I Digtal |@ Diagnostics |
Mame Unit Gain Offset 57 Symbol 57 Operand S7DataType  Active
; Columns 3
0:MBO MEB 0 BYTE
i i, | | |
1w | 1 0 I'ﬁ EREEE w1 WORD |
2 MD3 1l 0 | Lockup missing symbuols | vp 3 REAL
3 i 0 Lookup all symbals INT 0
4 T 0 INT ]

Fig. 13: Lookup symbols

ibaPDA can lookup the symbol that corresponds with an operand. Right-click on the table head-
er of the signal grid and select either Lookup missing symbols, then only the missing symbols
are searched for, or Lookup all symbols, then all symbols are searched for and replaced. The
command executes a backward resolution of the S7 symbols out of the S7 operands. ibaPDA will
first search the symbol table, then CFC and finally the DBs for the operand.

3.4.5.3 Measuring the CFC connectors

In order to select CFC connectors for the measurement, proceed as described in @ Selection via
the symbolic operand addresses, page 26 until you open the S7-CFC and symbol browser.

Note
P If no connectors are shown in the CFC tab, the SCL sources might not have been
1 translated in the STEP 7 project. Activate the following options in the dialog for

compiling the program in the SIMATIC software:

Compile program &|

Compile Charts as Program ]

CPU: CPU 412-2DP
Frogram name: CPL 4w with CFCEACPU 4122 DPYST Program

¥ Generate module drivers Block Driver Sethings. ..

Abbrechen ] Hilfe ]

Afterwards, generate the address books again.
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Note
® When compiling a CFC program, DB addresses are assigned automatically in STEP
1 7 to the connectors. It may happen that other DB addresses are assigned to con-

nectors, depending on the scope of the program changes that have been made
between two compilation runs.

In this case, also the address book for ibaPDA has to be generated again. The
symbolically configured signals are automatically checked in the 1/O manager
whereas the related absolute S7 operands are updated.

In the S7-CFC and symbol browser, you can select the CFC tab instead of the Symbols tab and
select the signal. The connectors are listed hierarchically by chart name, module name and con-
nector name:

57 symbaol browser >
S7CPU: |CPU_mit_DP-IF (CPU 314C-2 DF)
57 symbol: [ibaPda-57-symb-access\1UNT |

o _

&8 crc | (@8 DB | Symbols | (L Search |
E\@ ibaPda-57-symb-access

o 1

AT basignale

EI i ibasgert Slave ¢
B--:ﬁ' ibafugent Slave 5

. €@ ERROR_STATUS
I ibadgent Slave &
&-fF ibangent Slave 7
- init Slave 4

w-fF init Slave 5

&35 init Slave &

- init Slave 7

[] Show only allowed operands

Signal name: [S? symbol v '
Signal comment 1: [S? cormnem v ,
Signal comment 2: | Do not change V_E | Update address book ' ' Cancel

Fig. 14: S7 CFC and symbol browser

Special function Drag & Drop
A convenient way to select signals is to drag & drop them from the CFC chart into the I/0O man-
ager of ibaPDA.

For this purpose, show the CFC editor as full screen in the background and the ibaPDA client in
window mode in the foreground on the same computer. Start the I/O manager.
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¥ iba I/0 Manager
- [ 7% A 21 % - |Hardware | Groups Technostring Outputs | 53 |

b S7:Xplorer BG/CEAT)
E| @ gdgﬁ:;?:l?; il [_ﬁ Gereral I’ Connection ]% Analog| r Digitall{? Diagnostics |
¢ g Click to add module .. Marme Unit | Gain | Offset 57 Symboal 57 Operand
= 9 OFC 0 Signalgenerstor\CMP_RATN [ 1 0 Signalgenerator\CMP_RIINI DB 123.0BD 0
s #ayﬁgccitn add module . 1
u 2 1 a
ﬁ S7-=plorer
&5 orer PC/CR (1] 3 ! L
Click to add rmodule ... 4 1 a

Q_CFC_YO1\CPU4x0x with CFC6,13CPU 412-21 PA...] - [B]X]

Window Help

| euldn| 9] ||= ¥ BIO

J

528.319— INZ

1 A A
I

Fig. 15: Add signal via drag & drop.

Click on the connector in the CFC chart with the left mouse key. Keep the left mouse key de-
pressed, while dragging the connector onto the I/O manager and then drop it in the desired sig-
nal row. The CFC connector is now entered as measured signal in the signal table of the module.

 S7:-Xplorer, BG/GE (i

J_ﬁ} General |’ Connection [% Analug[ n Digital |@ Diagnostics
Mame | Unit | Gain | Offset| 57 Symbol 57 Operand 57 DataType | Ackive
a _ESignalgeneratur'l,CMP_R'l,IN1 0 | SignalgeneratoryCMP_RAIMNL
: .

Fig. 16: Added signal
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3.4.6 Module S7-Xplorer

This module establishes the connection to various SIMATIC S7 controllers via the standard net-
work interface of the computer or an additional network interface card.

The following controllers, connection modes and selection methods are supported:

Controller Connection mode and signal selection
TCP/IP PC/CP TCP/IP S7-1x00
ABS SYM CFC ABS SYM CFC ABS SYM CFC
$7-300 X X X X X X
$7-400 X X X X X X
$7-1200 X X
$7-1500 X X
Explanation: ABSolute address, SYMbolic, CFCconnector
The following operand types are supported:
Selection via Analog Digital
S7-300 EB, AB, MB, PEB, DBB E, A, M, DBX
S7-400 EW, AW, MW, PEW, DBW
ED, AD, MD, PED, DBD
T, Z
$7-1200 EB, AB, MB, DBB E, A, M, DBX
S$7-1500 EW, AW, MW, DBW
ED, AD, MD, DBD
32 Issue 2.1



ibaPDA-Interface-S7-Xplorer PLC-Xplorer data interface to SIMATIC S7 systems

S7:Xplarerd GE/IE

|| 5= General| ¥ Connection | "\ Analog | I Digital | 4 Diagnostics

4 Basic
Maodule Type ST-¥plorer
Locked False
Enabled True
Name S57-Xplorer TCP/1IP
Madule No. 0
Timebase 10 ms
Use name as prefic False

4 Module Layout
Ne. analeg signals 32
No. digital signals 3z

4 57 : :
CPU Name [&] No addressbook
Update time 10 ms
Connecticn 0

MName

The name of the module.

Select 57 operands

Manage addressbooks Diagnostic overview

Fig. 17: General module settings S7-Xplorer

For details concerning the module settings see A General module settings, page 21.

3.4.6.1 Connection mode TCP/IP

This mode activates a connection via the standard network interface of the PC.

S7-Xplarer(0)

J_%L General ﬁCnnnel:lim| My Ana]og] i) Digita]]@ Diagnostics |
Connection mode: Connection type: IFG connection - Timeout z): i'|5 .*:3"_3!:
Address:  192.168.50.95 Rack: h B se P B
[] Activate 57 routing
CPU Mame: & No addressbook -

Fig. 18: Connection configuration TCP/IP

Connection mode
Selection of the TCP/IP connection mode

Connection type
Selection of the connection type PG, OP or other connections (determines which type of con-
nection resource is occupied on the CPU).
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Timeout
Timeout of the connection

Address
IP address of the controller

Rack
Rack number of the controller station (default: 0)

Slot
Number of the slot of the controller in the rack
(for S7-1500 CPUs)

Test
Connection test to the CPU and available diagnostic data are issued.

S7-Xplarer |

Connection mode: TCRAIP - Connection type: PG connection - Timeout (s): [15 f..g :f
Address:  192.168.50.95 Rack: B st 2 B
[] Activate 57 routing

CPU Name: ® Mo addressbook -

erbindung aufgebaut

MLFEMr von SPS ist: GES7 412-2EKDG-0DABD

SPS-Status: RUN

Dytduszeten: Ist 10 ms Min  1ms Max 11 ms

Inputbytes: 128

Cutputbytes: 128

Markertytes: 4096

Timer: 2048

Counter: 2048

Log Address: 4096

Localdata: 4096

SPS hat 3 DBs

Fig. 19: Connection test / diagnostic data

Activate S7 routing

Activate this option, if the S7-CPU and the ibaPDA-PC are not in the same network, but only
communicate over a gateway that supports S7 routing. Such a gateway can be e. g. an IE/PB link,
over which a S7-CPU can be reached without an Ethernet connection.

Two additional input fields appear
= Address of device acting as gateway: Enter the IP address of the gateway
= S7 subnet ID of target net: Enter subnet ID from STEP 7 NetPro

For more information about S7 routing, see @A S7 routing, page 89

CPU Name
Selection of the linked address book
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Tip

Q

If you do not know the rack and/or slot number, enter 0 and click the <Test> but-
ton.

ibaPDA then tries to establish a connection. If the connection is successfully es-
tablished, the relevant rack will be scanned for available CPUs.

The CPUs found are listed with rack and slot numbers. The CP to which ibaPDA is
directly connected is always at the top.

By clicking the S7-CPU (hyperlink), the connection is established and the CPU
diagnostic data is displayed.

iba /0 Manager =8 EGR =)
1 5 55 [ 2] ¥ - ||Hardware | Groups Technostring Outputs

Ej.ﬁ General .

Ch-# AB-¥plorer

i -y Click to add module ... = R T T T
= » gde:rs—)ffalanrermu e Hs‘;" General :‘# Connection Ana\og‘ I Digital | D\agnnstics‘

-y Click to add module ... CPU Name: [ No addresshook v|  Connedtion type: Timeout ): |15
=2 orc

=
i g Cickto add modue ... Address: 192 16850.87 Rack 0 st 0 2 Tt

=
Tinf Playback 3
& 6 57brer [T] Activate 57 routing

s .ﬁ S7-Xplorer TCP/P (D) Verbindung aufgebaut

Click to add module \Adresse 192 168 50 87  Rack 0 Slot 0:  werbunden mit CP

2 fe Vitual Mach verbundenen CPLs suchen:
U - Cick o add module |Adresse 192.168.50.87 Rack 0 Slot 20 verbunden mit 57 6ES7 314-6EH04-0AB0

Unmapped

Note

1

Port 102 in the firewall must be released for the communication with the CPU
for signal request.

3.4.6.2 Connection mode PC/CP

This mode activates a connection over the interface card of the PC, which is configured using

SIMATIC Net.

The interfaces configured in SIMATIC Net can be used, e. g:
= MPI adapter (COM)
= MPI| adapter (USB)
= PROFIBUS (CP5611)
= TCPIP (RFC1005)

If you want to use this connection type, the Siemens software SIMATIC Net

(e.g. SIMATIC Manager or Softnet) has to be installed. When using the modules
CP55..., CP56... and the MPI adapter, the installation of the device drivers will be
sufficient.
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Note
® The SIMATIC PC/PPI cable as well as the SIMATIC USB/PPI cable are not support-
1 ed for connecting $7-200 CPUs to ibaPDA. For this purpose, either use a CP56xx

(PPI) on the computer side, or a CP243-1 and TCP/IP on the PLC side.

S7-Xplarer (i

J_%% General ﬂCnnmal:ﬁm]rﬂU Ana]og] I Dﬁgih]]@ Diagnusﬁc:s|
Connection mode: | PC/CP - Connection type: ’F'E connection v] Timeout {g): i15 ,@:

Access point for applications:
Address:  192.168.50.95 Rack: P B st 2 B
Activate 57 routing

[7] Use ibaPDA-57-¥plorer Prowy

CPL Name: ® Mo addressbook -

Fig. 20: Connection configuration PC/CP

Connection mode
Selection of the PC/CP connection mode

Connection type
Selection of the connection type PG, OP or other connections (determines which type of con-
nection resource is occupied on the CPU).

Timeout
Timeout of the connection

Access point for applications
Selection of the access point that is to be used

Tips for creating and configuring an access point, see @ Setting PG/PC interface / defining new
access point, page 85

S7-Xplarer(d

|| 5= General | & Connection "\ Anslog | [l Digital | < Disgnostics |
Connection mode: PGAGP - Connection type: [FE connection v] Timeout (=): i15 :»u;:;

Configure PG/PC interface |

l:tfjl

Access point for applications:

Address: 1592.168.50.95

[T] Activate ST routing
[ Use ibaPDA-S7-Xplorer Promy

CPU Name: & Mo addressbook -

Fig. 21: Select access point
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Note
P Access points available in SIMATIC Net are configured with the "PG/PC interface
1 settings" tool by Siemens.

For the connection of ibaPDA-Interface-S7-Xplorer to SIMATIC S7 via PC/CP con-
nections, we generally recommend setting a specific access point for ibaPDA
when ibaPDA-Interface-S7-Xplorer and SIMATIC Manager run on the same com-
puter. With an own access point, there is no longer the risk that the access for
ibaPDA-Interface-S7-Xplorer will be disturbed in case the standard access point is
changed in the SIMATIC Manager.

Configure PG/PC interface
Opens the dialog box for setting the PG/PC interface of SIMATIC STEP 7

Address
Address of the controller (MPI, PROFIBUS or IP address depending on the configured access
point)

Rack
Rack number of the S7 station (default: 0)

Slot
Number of the slot of the CPU in the rack
(please use "0" for S7-1500 CPUs)

Test
Connection test to the CPU and available diagnostic data are issued.

Connection mode: PCACR - Connection type: [PG connection v] Timeout (s): 15 o ]
Access point for applications: FDA == Intel(R) Ethemet Connection 1217-LM.TCPIF.1 - [ Configure PG/PC interface ]
Address: 192.168.50.95 Rack: D B s [ 2 Test

|

[T] Activate ST routing
[7] Use ibaPDA-57-¥plorer Prosy

CPU Name: ® Mo addressbook -
Verbindung aufoebaut

MLFEMr von SPS ist: 6EST 412-2EK06-0ABOD

SP5-Status: RUN

Dykluszeten: Ist 10 m= Mn 1ms Max 11 ms
Inputbytes: 128

Outputbytes: 128

Marcerbytes: 4096

Timer: 2048

Counter: 2048

Log.Address: 4096

Localdata: 4096

SPShat 3 DBs

Fig. 22: Connection test / diagnostic data
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By clicking the S7-CPU (hyperlink), the connection is established and the CPU diagnostic data is
displayed.

S?I.-_pinrer.

T ¥ : EE |
|% General lj{:unnecﬁmi_n\; Arralqg_l_f_”ﬁgiml | <3 Diagnostics |

CPU Mame: [No addressbook v] Connection type: [PG connection v] Timeout {z); {15 E
Access poirt for applications: BN g e e - | Configure PG/PC irterface |
Address: 0 el Rack: ) : Slat: 0 = [ Scan ﬂ? [ Test l

[] Activate 57 routing
[ Use ibaPDA-57-¥plorer Proxy

.1 SPSen gefunden an Bus:

Adresse 2 Fack 0 Slot @  verbunden mit S7€CU 6ES7 314-6EHD4-0AB0 )

Fig. 23: Hyperlink to S7-CPU

Activate S7 routing

Activate this option, if the S7-CPU and the ibaPDA-PC are not in the same network, but only
communicate over a gateway that supports S7 routing. Such a gateway can be e. g. an IE/PB link,
over which a S7-CPU can be reached without an Ethernet connection.

Two additional input fields appear
= Address of device acting as gateway: Enter the IP address of the gateway
= S7 subnet ID of target net: Enter subnet ID from STEP 7 NetPro

For more information about S7 routing, see @A S7 routing, page 89

Use ibaPDA-S7-Xplorer Proxy

For a connection to S7-PLCSIM it is necessary to use the ibaPDA-S7-Xplorer Proxy, because due
to operating system reasons it is not possible to establish a direct connection between the
ibaPDA service and S7-PLCSIM.

See also A Connection with S7-PLCSIM, page 60 and @ ibaPDA-S7-Xplorer Proxy as PC/CP in-
terface proxy, page 84

Two additional input fields appear:
= |P address or hostname of the ibaPDA-S7-Proxy-computer

= Number of the port used by the ibaPDA-S7-Proxy

CPU Name
Selection of the linked address book
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Tip for S7-300 and S7-400 CPUs

O If you do not know the rack and/or slot number, enter 0 and click <Test>.

= ibaPDA tries to establish a connection. If the connection is successfully estab-
lished, the relevant rack will be scanned for available CPUs. The CPUs found are
listed with rack and slot numbers. The CP to which ibaPDA is directly connected
is always at the top.

By clicking the S7-CPU (hyperlink), the connection is established and the CPU
diagnostic data is displayed.

iba I/O Manager L l
O = 5 | #1 » - || Hardware | Groups Technostring Outputs | 23

i e S7-Xplarer TGP/IPA0

i gl Click to add module ... AT —j
i gdesys-)(plnrer |§gf= Gcamaral]‘#1 Cunnecﬁnn;f\/ Analog! I Digital{@ D i |

iy Click to add module ... CPUName: [ No addressbook +|  Connection type: Tmeout 5 [15 [
Address:  132.163.5087 Rack: I Set: [0 |5 Test

] Activate 57 routing

Verbindung aufgebaut
Adresse 192.168.50.87 Rack 0 Slet 0t verbunden mit CP 6GI0
e Virtual

i sz
Y :
. : Nach verbundenen CPUs suchen
i Clickto add module .. Adresse 192.168.50.87 Rack 0 Slot 2 verbunden mit 57 6ES7 314-6EH04-0AB0

B8 Unmapped

Note
P If no PLC or CPU is displayed for the MPI access point, check the interface setting
1 in the SIMATIC Manager.

ibaPDA does not detect an online connection if a PG/PC interface with interface
parameterization “AUTO” has been set for MPI adapter or CPs in the SIMATIC
Manager.

In this case, the interface or the access point needs to be changed.

3.4.6.3 Connection mode TCP/IP S7-1x00

This mode activates a connection over the standard network interface of the PC and can only be
used in combination with S7-1200 CPUs (beginning with V4) and S7-1500 CPUs.

Access is supported on both optimized and non-optimized blocks.

Connection mode; TCRAPS71:00 - Connection type; Timeout [z]: 15 ==
Address: 192.168.50.90

CPU Name: D PLC(192.168.50.90) - | Load addressbook fram 57 J
I

Fig. 24: Connection configuration TCP/IP S7-1x00

Connection mode
Selection of the TCP/IP S7-1x00 connection mode
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Connection type
Selection of the connection type PG, OP or other connections (determines which type of con-
nection resource is busy on the CPU).

Timeout
Timeout of the connection

Address
IP address of the controller

Test
Connection test to the CPU and available diagnostic data are issued.

| m Dilg_i.tlal @ Di@grjostics l
Conhnhection made: TCRARPS7-1:00 = Connection type: Timeaut [z]: 15 =
Address: 132.168.50.90

CPU Name: Dy PLEC (192168.50.90) - | Load addiesshook from 57 J

Connection established
MLFBMrof PLC iz BES¥ 516-3JANOD-0ABD

Fig. 25: Connection test / diagnostic data

Load address book from S7
By clicking on this button ibaPDA will read the list of symbols directly from the PLC and store it
in an address book for further use in the symbol browser.

Connection mode; TCRARP 57-1x00 - Connection type: Timeaut [5]: 15 ==
Address: 192.168.50.90

CPU Hame: Q PLC f1 9.2.'i58.50.9.0]. - [ Load addreszbook from 57 ]

Connecting bo 57 at 192.168.50.90

Connected successfullp to 57 at 192.168.50.90

Loading symbols from 57

Successfully laaded sumbols

Wwriting addreszbook,

Successfully created addressbook PLC (192.168.50.90)

In case of an S7-1500, please consider the option to enable access protection.
For further information see @A Configuration of S7-1200 and S7-1500, page 174 , page
CPU name

Selection of the linked address book; only address books of the "TIA Portal" type can be select-
ed.

Note
P The "TCP/IP S7-1x00" connection mode does not support the use of absolute
1 operand addresses.
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Note
° Port 102 in the firewall must be released for the communication with the CPU
1 for signal request.

3.4.7 Module S7-Xplorer redundant

This module establishes a redundant connection via the standard network interface of the PC or
an additional network card.

Note
° The module S7-Xplorer redundant seizes two licensed connections. Please check
1 whether the total number of licensed connections is also sufficient when using

redundant modules.

ibaPDA always reads data only from one CPU, which is called active CPU. It is decided on the
basis of the CPU status and the connection status from which CPU the data are taken.

With only one CPU connected, data is taken from this one. If both CPUs are connected and only
one of them in the RUN status, the latter CPU is chosen. If both are connected and in RUN sta-
tus, then the first one (connection 0) is chosen. This does not apply to a S7-400H system. In that
case the CPU with the RUN MASTER status is chosen.

If there is a change of the CPU status or the connection status of the active connection, ibaPDA
switches the connection. A change of the CPU status or the connection status of the currently
inactive connection, does not cause a switch-over of the connection.

This is the coupling of two "normal" S7-Xplorer connections that are switched in case of an er-
ror. It is not a so-called "fault tolerant connection". This is why there may be signal gaps of 1-2 s
during a switching operation.

The connected controllers may be an S7-400H controller pair (fault tolerant) or two standard
S7 controllers. A prerequisite is that the acquired operands occupy in both controllers identical
addresses.

The following controllers, connection modes and selection methods are supported:

Controller Connection mode and signal selection
TCP/IP PC/CP TCP/IP S7-1x00
ABS SYM CFC ABS SYM CFC ABS SYM CFC
S$7-300 X X X X X X
$7-400 X X X X X X
S7-400H X X X X X X
$7-1200 X X
$7-1500 X X

Explanation: ABSolute address, SYMbolic, CFCconnector
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ibaPDA-Interface-S7-Xplorer

Note

A download of the HW Config is not possible while the data acquisition of
ibaPDA is still running. Stop the ibaPDA data acquisition first.

The following operand types are supported:

Selection via Analog Digital
S$7-300 EB, AB, MB, PEB, DBB E, A, M, DBX
S$7-400 EW, AW, MW, PEW, DBW

ED, AD, MD, PED, DBD

T,Z
$7-1200 EB, AB, MB, DBB E, A, M, DBX
57-1500 EW, AW, MW, DBW

ED, AD, MD, DBD

S7-Xplarerredu

dantyC

ST

| <

General | Connection 0| g9 Connection 1| Analog | [l Digital | Disgnostics |

4 Basic
Locked
Enabled
Mame
Medule Me.
Timebase
Use name a5 prefix
4 Module Layout
No. analeg signals
Mo. digital signals
4 57
CPU Name
Update time

Connection

False
True
S7-Xplorer redundant
0
10 ms
False

32
32

No addressbook
| 10ms

Fig. 26: General module settings S7-Xplorer redundant

For details concerning the module settings see & General module settings, page 21

Connection configuration

The two connections are configured on the Connection 0 and Connection 1 tabs. The name of
the tabs can be assigned using the Connection name fields.

S7 Xplarerredundanty0))

|5 General | F c ion 0| & Connection 1| " Analog | Il Digital <4 Diagnostics |

Connection name:  Connection 0 Connection mode

CPU Name: [Na addressbook. v] Connection type Timeout {s): :15
Address: 192.168.123.1 Rack P EH st p B Test

[F] Activate 57 routing

Fig. 27: Connection configuration 0 S7-Xplorer redundant
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S7-Xplarer.re

(5 General | # Connection 0| # Connection 1] Analog | Jll Digital| < Disgnostics |

Connection name:  Connection 1 Connection mode:

CPU Name: No addressbook Connection type: Timeout (s): 15
Address: 192.168.123.1 | Rack: T B s P H Test
[ Activate S7 routing

Fig. 28: Connection configuration 1 S7-Xplorer redundant
For details concerning the module settings see & Module S7-Xplorer, page 32.

For diagnosis of the status of both connections, there are special signals available on the Digital
tab. These occupy the first 4 signal positions:

| S7:-Xplarerredundanty

[ General | 9 57-400H left | g S7-400H right| "\ Analog | I Digital| G Di
Mame 57 Symbal 57 Operand Active
0 57-900H leftis cornectsd {&PDA_PrimaryConnected} [
1 57-400H leftis active {5PDA_PrimaryActive) [
2 57-400H right is connected | {5PDA_SecondaryConnected} |
3 57-400H right is active | {$PDA_SecondaryActive} | _'
Signal Meaning
SPDA_PrimaryConnected Connection 0 established
SPDA_PrimaryActive Data acquisition active over connection 0
SPDA_SecondaryConnected Connection 1 established
SPDA_SecondaryActive Data acquisition active over connection 1

Table 5: Status signals of the redundant connection

One signal out of the two signals {PDA_PrimaryActive} and {PDA_SecondaryActive} is always
TRUE even if none of the two connections is active.

3.4.8 Module LOGO!

Choose this module for connecting one of the following LOGO! controllers.

m SIMATIC LOGO! 0BA7
m SIMATIC LOGO! 0BA8

The connection is established via the standard network interface of the computer or an addi-
tional network interface card.

The following controllers, connection modes and selection methods are supported:

Controller Connection mode and signal selection

TCP/IP PC/cp TCP/IP S7-1x00

ABS SYM CFC ABS SYM CFC ABS SYM CFC

LOGO! X

Explanation: ABSolute address, SYMbolic, CFCconnector
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LOGO!L(0)
| General| # Connection | " Analog | [I[ Digital | < Diagnostics

4 Basic
Maodule Type LOGO!
Locked False
Enabled True
LOGO!
Module Na. 0
Timebase 10 ms
Use name as prefic False

4 Module Layout
Ne. analog signals 32
No. digital signals 32

4 57
Update time 10 ms
Connection 0

Fig. 29: General module settings LOGO!

For details concerning the module settings see & General module settings, page 21

Connection configuration

Enter the IP address of the LOGO! in the "Address" field on the Connection tab and the local and
remote TSAP configured in the LOGO! (see LOGO! configuration, page A LOGO! configuration,
page 12) and click <Test>.

LOGO!({16)
|_ General iiCnnnecﬁullf\J Analog i nr Digital :@ Diagnustic:s-
Address: 192.168.1 5 Timeott (s): R
Local TSAF: 20 .00 Remote TSAP: 20 .00
Verbindung aufgebaut
MLFBNr von SPS ist: CPU 224XP CN
illll|III|III|III|III|III|III|
o T s e w2 20 % e o 180 [ OK J[ ey J[ Conce

Fig. 30: Accessible LOGO! CPU
ibaPDA establishes a connection. The LOGO! found is displayed.
When connecting a LOGO! OBAS8 please use "01.00" as local and remote TSAP.

The variable memory (VM) allows to access all address ranges of a LOGO!. As interface for the
S7 communication, the VM operates as local communication buffer for the data exchange via a
connection-/data transfer configuration.

When connecting a LOGO! OBA7, the variable storage range is also mapped on the DB1. This is
why you can access the variables with S7-addresses (see table below). The marker-, input- and
output bits of a LOGO can also be accessed via direct addressing.
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Overview of variable ranges (VM) LOGO! 0BA7

Block type Address VM-address S7-address Direct
range address
Digital input 11-124 923 -925 DB1.DBX923.0-925.7 |E0.0—-E2.7
Analog input All - AI8 926 -941 DB1.DBW926 — 940
Digital output Q1-Ql6 942 —-943 DB1.DBX942.0-943.7 |A0.0-A1l.7
Analog output AQ1-AQ2 944 —947 DB1.DBW944 — 946
Digital markers M1 - M27 948 - 951 DB1.DBX948.0-951.2 | MO0.0—-M3.2
Analog markers AM1 - AM16 |952-983 DB1.DBW952 — 983
Overview of variable ranges (VM) LOGO! 0BA8
Block type Address VM-address S7-address Direct
range address
Digital input I 1024 - 1031 DB1.DBX1024.0 — E0.0-E7.7
1032.7
Analog input Al 1032 -1063 DB1.DBW1032 - 1062
Digital output Q 1064 - 1071 DB1.DBX1064.0 — A0.0-A7.7
1071.7
Analog output AQ 1072 -1103 DB1.DBW1072 - 1102
Digital markers M 1104 -1117 DB1.DBX1104.0 - MO0.0 - M13.7
1117.7
Analog markers AM 1118 — 1245 DB1.DBW1118 — 1244
Network input NI 1246 - 1261
Analog NAI 1262 —-1389
network input
Network output NQ 1390 - 1405
Analog NAQ 1406 — 1469
network output
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3.4.9 Module S7-200
Select this module for connecting a SIMATIC S7-200.

The following controllers, connection modes and selection methods are supported:

Controller Connection mode and signal selection

TCP/IP PC/CP TCP/IP S7-1x00

ABS SYM CFC ABS SYM CFC ABS SYM CFC
$7-200 X X

Explanation: ABSolute address, SYMbolic, CFCconnector

| General| ¥ Connection | "\ Analog | Il Digital | ® Diagnostics |

4 Basic
Module Type 57-200
Locked False
Enabled True
Name 57-200
Module No. 0
Timebasze 10ms
Uze name as prefix False

4 Module Layout
No. analog signals 32
MNo. digital signals 32

4 57
Update time 10 ms
Connecticn 0

Fig. 31: General module settings S7-200

For details concerning the module settings see A General module settings, page 21

Connection configuration
Select the desired connection mode in the Connection tab:

&
=
=
|a.
(2

|88 General | & Connection|

Connection mode:

Address:

Fig. 32: Select connection mode for S7-200

Note
® If you access an S7-200, the programming device access is always used internally.
1 However, this can only be used once simultaneously. This means that if you ac-

cess the S7-200 that way, STEP 7-Micro/WIN cannot access at the same time. To
avoid this, you can use a projected connection in ibaPDA.
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3.4.9.1 Connection mode TCP/IP

This mode activates a connection via the standard network interface of the PC.

§7-200 (0) .
B General ﬁCﬂnmﬂ:ﬁm}r% J'-'u'laiogl ill] Dﬁgﬁa!l@ Diagm:sﬁ{:s|
Connection mode: TCRAP - Timeout (s): I:Iﬁ :j:-il

Address: 152.168.50.93

[7] Use projected connections
|

Fig. 33: Connection configuration

Connection mode
Selection of the TCP/IP connection mode

Timeout
Timeout of the connection

Address
IP address of the controller
Test
Connection test to the CPU and available diagnostic data are issued
57-200 (0)
8 General | F Connection "\ Analog | [l Digital | <4 Diagnostics |
Connection mode: Timeout {s): 15 e
Address: 192.168.16 N "Te
[7] Use projected connections
Werbindung aufgebaut
MLFENrvon SPS ist: CPU 222
SPS-Status: RUN
| e S A ot [ =) S [ e P Pl e P P e ) e [ ) e
__ENERNER NN N NN A R p—m | e

0 128 256 3534 512 B840 768 856 1024

Fig. 34: Connection test / diagnostic data

When using projected connections, the following settings have to be made additionally:
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S7-200(0)
B8 Genersl | # Connection| " Analog | [ Digitsl | Dizgnostics |
Connection mode: Timeout {s): [15 z:
Address: 19216816 by Test |
Use projected connections Local TSAP: 115_ ; Eﬁ_ Remaote TSAP: 115_ ; ].ﬁ_
Werbindung aufgebaut
MLFENr von SPS ist: CPU 222
SPS-Status: RUN
I|III|III|III|III|III|III|III|
0 128 256 384 512 &40 768 89 1024 64 [ DA H Aoply H Gamog

Fig. 35: Connection test projected connection

TSAP local and remote

The values are described in the connection configuration in STEP 7-Micro/WIN (see & S7-200
configuration, page 14).

3.4.9.2 Connection mode PC/CP

This mode activates a connection over the interface card of the PC, which is configured using
SIMATIC Net.

S7:200 (0)
|8 General 4 Connection "\ Analog | Il Digital | Diagnostics |
Connection mode: PC/CP - Timeout {s); :Iﬁ—'ft_l

Access point for applications: - [ Corfigure PG/PC interface ]

Address: 192.168.50.93

[] Use projected connections
|

Fig. 36: Connection configuration

Connection mode
Selection of the PC/CP connection mode

Connection type

Selection of the connection type PG, OP or other connections (determines which type of con-
nection resource is occupied on the CPU).

Timeout
Timeout of the connection

Access point for applications
Selection of the access point that is to be used
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For tips for creating and configuring an access point, see @ Setting PG/PC interface / defining
new access point, page 85.

Test
Connection test to the CPU and available diagnostic data are issued.
8 General | ## Connection "\, Analog | [l Digital | ¥ Diagnostics
Connection mode: PGP > Timeout {g): [15 -E-Q_J.I
Access point for applications: - [ Configure PG/PC intedface l
Address: 19216816 [}
[7] Use projected connections
Yerbindung aufgebaut
MLFBMrvan SPS ist: CPU 222
SPS-Status: RUM
N
0 128 256 384 512 &40 768 256 1024 64 [ i ][ : ][ kol

Fig. 37: Connection test
When using projected connections, the following settings have to be made additionally:
S7;200(0)

B General Ti Culmel:ﬁm| Ay Ana]og] il Digiia]l@ Diagnostics
Connection mode: PC/ACP - Timeout (s): ;'15

Access point for applications: ) v [ Configure PG/PC interface l

Address: 182.168.50.93 I
Use projected connections Local TSAP: 00 .00 Remote TSAP: 00 . 00

Fig. 38: Connection test projected connection local TSAP / remote TSAP

The values for the local TSAP and remote TSAP can be obtained from the connection engineer-
ing in STEP 7-Micro/WIN (see & S7-200 configuration, page 14).

3.4.10 Module S5 (LAN adapter)

This module establishes the connection to an AS511 interface of a SIMATIC S5 via the standard
network interface of the computer or an additional network interface card. For this purpose, an
additional interface converter for converting the signals (from AS511 to TCP/IP) is needed.

It was tested with the following components:

= ACCON-S5-LAN®, Deltalogic
Article no. 11800
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The following controllers, connection modes and selection methods are supported:

Controller Connection mode and signal selection

TCP/IP PC/CP TCP/IP S7-1x00

ABS SYM CFC ABS SYM CFC ABS SYM CFC
S5 X

Explanation: ABSolute address, SYMbolic, CFCconnector

The module does not support any timers, counters or S markers.

S5 (LAN adapter) (6))

| $% General| ¥ Connection | "\ Analog | [I[ Digital | Diagnostics
4 Basic ]
Module Type 55 (LAN adapter)
Locked Falze
Enabled | True
Name | 55 (LAN adapter)
Module Mo. 6
Timebase 10 ms
False] [~
4 Module Layout
No. analog signals 32
MNo. digital signals 32
a 57
Update time | 10 ms
Connection B =

Fig. 39: General module settings S5 (LAN adapter)

For details concerning the module settings see A General module settings, page 21

Connection configuration

Enter the IP address of the S5-LAN-adapter on the Connection tab in the “Address” field and
click <Test>.

Address: 192.168.123.231 Timeout [z]: 15 B

Connection established
MLFBMNr of FLC is: 55-LAN++ ¥ 1.32
PLC status: RUMN
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Note
® As the AS511-interface is operated with only 9600 Baud, the data throughput
1 that can be reached is correspondingly low.

Measured update times with a CPU948:
32 bytes: 220ms

64 bytes: 260ms

96 bytes: 290ms

128 bytes: 330ms

160 bytes: 450ms

Other documentation

For more information about how to use the ACCON-S5-LAN adapter, see the
product documentation.

3.4.11 Module outputs

The output module is not an autonomous module, but an extension of the S7-Xplorer module.
With the output module, you can write data from ibaPDA to a controller.

Note
® Depending on the configured protection-level access of the S7 CPU, writing val-
1 ues into the CPU may be not possible.

You can access the configuration of the module by selecting "Outputs" in the toolbar. You do not
have to add it separately. The module will be available as soon as a S7-Xplorer module has been
added.

r i

iba [/O Manager —_ ="

[ 2 5 | 9 3 - ||Hardware | Groups Technostring| Outputs | =3 (7
-4 General -
- DFEEm .

&= S7-Xplorer (1
-r Gic:ﬁo add r}nodule [7] Set all values to zero when the connection to a PLC is lost [ Manage addressbooks I
E‘ Fe Virtual [7] Start acquistion even if a PLC is not accessible l i I
ol eyl [T Allow inaccessible symbols ’ ]
Reset counters

] Enable 57-%plorer outputs
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|5 Eenerall'.‘-,_a;_ Connection | " Analog | I Dighal | Diagnostics |

4 Basic
todule Type 57 plorer
Laocked Falze
Enabled True
Mame S7-Xplorer
Module Mo. 1
Calculation timebase 10 ms
Use name as prefiz Falze

4 Module Layout
Mo, analog output signals 32
Mo, digital output signals 32

a 57
CPU Name [®] Woaddressboak
Update time 10 ms
Write mode On change
Connection 1
| Mame

The name aof the module.

Select 57 operands
Manage addressbooks Diagnostic overview

Fig. 40: General module settings

For details concerning the module settings
see A General module settings, page 21

Except from the module-specific settings, the settings correspond to the settings in the "Hard-
ware" view. The user can define the settings in the "Hardware" view. The connection settings
also correspond to those in the "Hardware" view.

Module-specific settings

No. of analog signals/ No. of digital signals
Defines the number of configurable analog/digital signals in the signal tables. The default set-
ting is 32. You can change the number. Maximum value is 1000.

Write mode
Determines when new data are written on the controller.

= Cyclic: Data are written in the update cycle clock-synchronously.
= On change: Data are written every time the signal data are changed
= On trigger: Data are written with every rising edge of the trigger signal

Always all signals of a module are written, independently of the writing mode.
Write trigger

The signal values are written to the PLC with the rising edge of the digital signal. You can only
see this field if you have selected the "On trigger" write mode.
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The analog and digital signals, that are to be outputs, are configured in the expression builder.
The expression builder can be opened by the <fx> button from each signal row.

S?-Xplore__r(___‘l_.)__l

| %= General | ¥ Connection| " Analog| I Digital | < Dignostics |
MName Expression 57 Operand 57 DataType Active
0 (2] INT o
1 (2] INT O
2 (2) T [l
3 (2] INT ]

Fig. 41: Analog signals

S7-Xplorer (1),

| 3= General | ¥ Connection| " Analog | ]Il Digital 5 Diagnostics |
MName Expression 57 Operand Active
v 2] ]
1 E3 [l
3 (2] L
3 E3 d

Fig. 42: Digital signals

, _ _
e e b e — =

Input signals Functions

- Al

1L Logical
-3 Math

£-{L2) Trigonometric
1L Statistics
t-{C2) Trigger
- Text

£-IL7) Miscellaneous
£-{.2) Diagnose
{2 Fiters

() Retentive

t {7 Plugins

|
F
o |

Reference signals by name I QK I [ Cancel ] L
L -

Fig. 43: Expression builder

i 0 O s 0 e B o O 0 O o 0 e B
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Other documentation

For more information about how to use the expression builder, see the ibaPDA
manual.

Note
° All signals of an S7-Xplorer module are read and written via a common connec-
1 tion. Therefore, the total number of configured signals has influence on the up-

date time.

3.4.12 Module S7-Xplorer diagnostics

With the S7-Xplorer diagnostics module, the user can record connection-related diagnostic data.
Basically, these data are the values displayed in the connection table (see & Connection table,
page 70)

| S7-Xplorer.Diagnose

| General| "\ Anlog | IIl Digital|
4 Basic
Module Type S7-¥plorer Diagnose
Locked False
Enabled True
Name S57-Xplorer Diagnose
Maodule Mo. 2
Timebase 10 ms
lUse name as prefix False
4 S7-Xplorer
| Connection Unassigned
|

Fig. 44: Module diagnostics - general values

For details concerning the module settings
see A General module settings, page 21

Module-specific settings

Connection
Selection of the module that is to be diagnosed

The available signals are preset in the signal tables. More signals are not available.

54 Issue 2.1 @



ibaPDA-Interface-S7-Xplorer PLC-Xplorer data interface to SIMATIC S7 systems

S/paplarerfiagnuseie)

[ General | " Analog| I Digital|
Name Unit Gain  Offset |Actve  |Actual +

1 Read counter 1 0
2 \rite counter 1 ]
3 \irite lost counter 1 0
4 Configured update time ms 1 0
5 Actual update time ms 1 ]
6 Actual response time ms 1 ]
7 Average response time ms 1 0
& Minimum response time ms 1 0
9 Maximum response time ms 1 0

Fig. 45: Module diagnostics, analog values

S/gpplarerfiagnuseie)

B Gm[f\; Analeg | ]Il Digital

Mame |Active | Actual
I |

0 Connected

1 Active

Fig. 46: Module diagnostics, digital values

3.4.13 Module diagnostics

In the Diagnostics tab, all configured operands are listed in a table with their data type and ac-
tual value.

D EEHRAD- Groups Technostring Outputs | =5 |7
it S7-Xplarer IGR/IPA14
i+ Codesys-Xplorer (== T 7] = : :
525§ OPC hf" General ]’ Ccu'lnac‘hml% Ana’iog] I Digital [@Dlagnmﬂu:s
% 2'?;;3; | " Analog values| [l Digitsl values |
-‘ig: S7-Xplorer TCR/IP (14) 57 Operand Datatype Value Displaytype =
“HBgy ST-¥plorer PC/CP {15) 0 DB 100.DBD 0 REAL 38,36495 DEC
g ;ggg&ﬂ?] 1 DB 100.DBD 4 REAL 42,5606 DEC -
: ﬁ Click to add module ... 2 DB 100.0ED 8 REAL 138 DEC
[ foe Virtual 3 INT 0 DEC B
ﬁ Uinmapped & 1 ? ? DEC
5 2 ? ? DEC
6 7 ? ? DEC
72 ? ? DEC
8 ? ? ? DEC
g 7 ? ? DEC
10 ? ? ? DEC J
T T e — ” e ][Ca'}cel
|0 256 512 T8 1024 1280 1536 1792 @ :

Fig. 47: Module diagnostics, analog values
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ibaPDA-Interface-S7-Xplorer

e
85 iba YO Manager
IJ ﬁ ﬁ H Eﬂ |} m Groups Technostring Outputs | 53 [0

™

S7-Xplarer J GE/IE(14
- Codesys-¥plorer 7 S| z 5
@ opC |’;“f= General ]ﬁ CDnnBc'tanIf\/ Arlabg] I Digital |@Dlagrms1u:s]
; E 2?);;& " Analog values | T Digital values|
----- e TCP/P (14) 57 Operand ke -
57 Xpllorer PCJ-"CF‘ {15} 0 DB 100.DBX 12.0 1
= ;2(73_'30?167}] 1 DB 100.DBX 12.1 1 =
¢ oly Click to add module .. 2 DB 100.DBX 12.2 1
F Virtual 3 DB 100.DEX 12.3 i | o
Unmapped 4 DB 100.DBX 12.4 o
5 DB 100.DBX 12.5 0
& DB 100.08X 12.6 0
7 DB 100.DBX 12.7 1
8 7 ?
g 7 ?
0 7 ?
T A
[ 256 512 762 1024 1280 1536 1792 2« 180 [ Ok ] ’ i ] [ Cancel
Fig. 48: Module diagnostics, digital values
3.4.14  Address books

The address books for SIMATIC S7 controllers are created and managed across modules. One

address book can be used in more than one module.

'
iba /O Manager

| EL

Fig. 49: S7 address book

: DEEHEAD- | Hardware | Groups Technostring Outputs | — 3 [
E-4# General
*f_@ I Addressboaoks
Remote corfiguration ‘
% Muttstation Il simatic 57/
Addressbooks 57 operands in ) Engligh [ Import address books ] [ Create address books ]
----- & Time synchronization =
98§ OFC @ Geman [ Delste selected address books |
-] §7¥plorer ; =
i‘ S7-Xplorer TCP/IP (0} CPU /  Creation Time 57 Project Modules
S7-%plorer PC/CP (1) & = Project Type: Step?
5= 57-¥plorer TCP/IP TIA (2) £ CPU412PN (CPU 412-2PN) | 29.10.2015 13:06 | D:\20_Projekte\ibaPDA-Xplorer-57\Manualima 'S?—Xplorer TCP{IP (0)
-3 LOGO! (3) Lt rual412PMmanual41.s7p S7-Xplorer PC/CP (1)
-8 5720004 I = Project Type: TIA Portal
%ﬁ Click to add module ... 57-1516 DP-IF 29.10.2015 13:06 | D:\20_Projekte\baPDA-Xplorer-57\Manual\ma | S7-¥plorer TCR/IP TIA
-7 Playback i} nualTIA_¥plorer_V13_SP 1\manualTIA_Xplorer | (2)
- fe Virtual _V13_5P1l.apl3
----- Unmapped

There are different types of address books for the different S7 project types:

# STEP 7: SIMATIC Manager project

(not for S7-Xplorer modules with connection mode TCP/IP S7-1x00)

= B 11 Portal: TIA Portal Project

S7 operands in English / German
Selection of the signal mnemonics
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Import address books
Import of address books which have already been created

Create address books
Creates new address books from STEP 7 projects

Delete selected address books
Deletes address books from a table

Table

List of all address books that are currently available in the system with name, creation data,
path of the STEP 7 project or IP address of the CPU in case of online generated address books
and location where the address book is used.

Creating an address book

An S7 address book can either be created offline from an S7 project (both STEP 7 CLASSIC and
TIA-Portal) or online directly from a CPU (S7-1200 / 1500 only).

Offline from S7 project

For creating an address book, the S7 project has to be available. For the subsequent use, this is
not necessary.

Open the S7 address book generator with the <Create address books> button. Optionally, you
can also open it under "S7 - CPU Name" on the General tab in the module configuration. Select
“Create addressbook..." in the dropdown menu.

S7-Xplarer(0

| 4% General ¥ Connection| "\ Analog | [Il Digital | Diagnestics |

"4 Basic
Module Type S7-¥plorer
Locked Falze
Enabled True
MName S7-Xplorer
Module Mo. 0
Timebase 10 ms
lUze name az prefix Falze
4 Module Layout
No. analog signals 32
Mo. digital signals 3z
a 57
No addressbook [+
|pdate time X1 ho addressbook
Connection Iﬁ Create addresshook. ..
1
CPU Name

| Select the 57 CPU that is linked to this module. If no CPU is
| selected then request via 57 symbols is disabled and only
| request via 57 operands is available.

Select 57 operands
Manage addressbooks Diagnostic overview

Fig. 50: Create S7 address book from module configuration
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Procedure in the S7 address book generator:

m Click on the <Add project> button

5¥ addresshook generator E'@
CPU Mame:
Step ¥ Hw Config export: D
Comment language: [ vl
Add project l [ Remowve project Create addressbooks ]

CPU Name:
Name of the CPU

Step 7 HW Config export:
A HW config export file can be selected as an option (useful when using an iba bus monitor in
sniffer mode)

Comment language:
Selection of the language that is to be imported for comment texts (only available for SIMATIC
TIA portal projects)

Add project
Adds a new project to the list

Remove project
Removes the marked project from the list

Create address books
Creates address books from the selected projects

m Select a project file in the file browser

m Now, the STEP 7 project with all configured CPUs is displayed. Mark the CPUs you want to
create the address books from and click on the button <Create addressbooks>.
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| B8 57 addressbook generatar EI@

= .’ E:A\S7-projectshSYCLASSIC 57 _XplorersS7claszs.e7p
- E-[]{8p S7CLASSIC_S7_Xplorer V01

=8 |:i . CPU 3w
[/ [f] CPU3xx (CPU 317-2 PN_DP)

B- |:| [ S7TI8_S7_Xplorer ¥13_SP1

...... Wl |57-1516 Xplorer

EI ﬁ E:\57- pr0|ecls'~.5?TI.t'-‘-. SV _»plorer W13 _SP1NSTTIA_S7 Hplorer_W13_5P1.ap13

CPU Mame: SF’J EiSXpinrer

Step 7 Hw' Config export:

Comment language: Demsch Deutschland]

B

Note
® The entry in the "CPU Name" field can be overwritten. Thus, you can assign a
1 unique name for the CPU that differs from that in the STEP 7 project. This is
especially interesting, when you use several STEP 7 projects in which the CPUs
have the same name.
Note
® To create address books from TIA Portal Projects, they have to be translated,
1 stored and closed.

Online from $7-1200 / 1500 CPU

Online address books can be created out of an S7-1200 or S7-1500 CPU if connection mode
TCP/IP S7-1x00 has been selected. The address data are read directly from the CPU. Accessing

the S7 project is not necessary.

Click on button <Load addressbook from S7> to load the address book.

The CPU name of the address book will be given automatically.

%,;" Gereral j Eonneclim:_r\u Analgg__j_]]__[ Digital | ¢ Diagnostics |
Connection mods; TCRAIP 57-1x00 - Connection type: Timeout [

Address: 132.168.50.90

15 =

CPU Name: D) PLC (1921685090 - | Load addresshook from 57 |

Connecting to 57 at 192.168.50.90

Connected successfully to 57 at 192.168.50.90

Loading spmbols from 57

Successfully loaded symbols

winiting addressbook.

Successfully created addressbook PLC [192.168.50.90)

Fig. 51: Load address book online from CPU

Address books which have been created online do also contain operand type address infor-
mation and hence can be used in connection mode TCP/IP as well. Just change the connection
mode after creation of the address book.
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3.4.15 Specific features

Please take into account the following specific features:

3.4.15.1 Connection with SIMATIC WinAC (WinLC RTX)

For using ibaPDA-Interface-S7-Xplorer with a Soft-PLC SIMATIC WinAC RTX, the following items
have to be observed:

m Operating ibaPDA and WinAC RTX on the same computer is generally permitted.

m Not permitted is using iba interface boards (e.g. ibaFOB or ibaCom-L2B) on a WinLC RTX sys-
tem. Here, high loads of the PCl bus from both sides might lead to instabilities.

m When using the module S7-Xplorer TCP/IP, the value 0 must always be entered in the “Rack”
and “Slot” field in the I/O Manager.

m When using the module S7-Xplorer PC/CP, the MPI or Profibus address must be entered in
the “Address” field, the value 0 must always be entered in the “Rack” and “Slot” field in the
I/0 Manager.

3.4.15.2 Connection with S7-PLCSIM

The ibaPDA-Interface-S7-Xplorer can also be used with a CPU simulated by SIMATIC S7-PLCSIM.
This requires the use of the ibaPDA-S7-Xplorer Proxy. This proxy acts as data gateway between
ibaPDA and SIMATIC S7-PLCSIM.

Prerequisites
m S7-PLCSIM version 5.4.3.0 or higher
m ibaPDA-S7-Xplorer Proxy

System topologies

m Single user
All software components are running on one computer.

ibaPDA
ibaPDA-S7-Xplorer Proxy
PLCSim

m Distributed installation
ibaPDA is not installed on the computer with S7-PLCSIM and ibaPDA-S7-Xplorer Proxy

ibaPDA-S7-Xplorer Proxy

ibaPDA S7-PLCSIM

TCP/IP

Access of ibaPDA to the proxy takes place via TCP/IP.
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For the connection to a CPU simulated with S7-PLCSIM, it is necessary to install and operate the
ibaPDA-S7-Xplorer Proxy on the same computer. This can be optionally installed when installing
ibaPDA.

£ ibaPDA v6.33.0 Setup =

Choose Components
Choase which features of ibaPDA v6,33.0 you want to install,

Check the components you want to install and uncheck the companents you don't want to
install. Click Next to continue.

Select components to install: ibaPDA Client

; ibaPDA Active-X control

i..m». DO Seruer
é-l__tgbaPDA-S?-Xplorer Proxy )

Space required: 162.5MB

I < Badk I[ MNext = ][ Cancel

Fig. 52: Installation of ibaPDA-S7-Xplorer Proxy

Select the default setting “Local system account”
[ ibaPDA v6.33.0 Setup = s

Select user account
Select the user account the ibaPDA service should use,

Run service as:
@ Local System account
() This user:
User name:

Password:

I < Back I[ Install ][ Cancel

Fig. 53: Selection of user account

The ibaPDA-S7-Xplorer Proxy runs as stand-alone application. A configuration interface can be
started.

@ Issue 2.1 61



PLC-Xplorer data interface to SIMATIC S7 systems ibaPDA-Interface-S7-Xplorer

P . me . S
. haPDA-S7-Xplarer Prosy v1.00 ]
| Generall L] Eventog|

Status
Port: |s150 2 Auto-start when windows starts
57 corfiguration
Corfigure PG/PC inteface
Diagnostics
Connected baPDA server:  IBA_BLN_WKS197
Module Total size {bytes)
0: 57 Analyzer PCICP 33

Fig. 54: ibaPDA-S7-Xplorer Proxy status indication

Status
Current operating state

Port
Used port

Start / Stop
Manually starting and stopping the ibaPDA-S7-Xplorer Proxy

Auto-start when Windows starts
ibaPDA-S7-Xplorer Proxy is automatically started when starting the system.

S7 configuration
Starts the configuration dialog to set the SIMATIC PG/PC interface.

Diagnostics
Shows the ibaPDA server currently connected.

Module
Shows the modules currently active.

Configuration & engineering ibaPDA

1. We recommend defining a separate "Access point for applications” first.
Therefore, click on <Configure PG/PC interface>

S7:Xplorer BC/GEA]E

| & Genersl | S ion| " Analog | Il Digital | < Dignostics |

CPU Name: [No addressbook. v] Connection type: | PG connection hd Timeout {s): 1_§ ',EJI'

Access point for applications: i le( Configure PG!{CMaface I |
Address: Rack: 0 B St o B T

[ Activate 57 routing
[ Use ibaPDA-57-¥plorer Proxy
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2. Open the dropdown list of the access points in this dialog, if any, scroll to the top and click

the line “<Add/Remove>".

Set PG/PC Interface =
Access Path | LLOP /DCP

Access Poirt of the Application:

IS0-PDA > |50 Ind. Ethemet -> VMware Virtual Btheme...<Board 2>
MPFl  (WinCC}  —» TS Adapter

PDA - TS Adapter

STOMLINE  {STEP 7} - TCP/IP - Intel{R) 82579LM Gigab...

BE50 Ind. Bthemet > iba AG ibaFOB| |

150 Ind. Bthemet -> Intel(R) 825791 _ Copy...
150 Ind. Ethemet - Intsl(R) Cartrin « o

4 1 | r

(Assigning Parameters to Your NDIS CPs
with TCP/1P Protocol (RFC-1006))

Interffaces
Add/Remowe: Select...

(e ] [_reb ]

3. Enter the name of the new access point, e.g. “ibaPLCSim”, in the following dialog.

4. Click <Add> and <Exit>.

. Mdf s .
Add

New Access Point;
ibaPLCSim &dd

Description:

5. Now assign this access point one of the selectable PLCSim interface parameter assignments,

e.g. PLCSIM.TCPIP.1, by clicking on the desired interface parameter assignment.

Set PGM Interface .

#iceess Path | LLDP / DCP | PHID Adapter | Info |

Access Point of the Application;
IibaPLESim -» PLCSIM[TCF/IP] =
il

Interface Parameter Assignment Used:

PLCSIM{TCPAR) ' Propeties...
PLCSIMILacal) =
B PLCSIMMPI) L]
2 PLCSIMIPROFIBUS] (4 Copy...
n LR i Delete
AR 1 b :

[Assigning Parameters for a wirtual dummy
device which iz simulated by PLCSIM for
TCPP.)

Interfaces

[ Cancel H Help ]
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6. Now create an S7-Xplorer module of type PC/CP in the I/O Manager of ibaPDA.

Name :  S7-¥plorer PC/CP

Medule type :

R;f"’S? -¥plorer TCP/IP

[ | 57-Kplorer PC/CP
E LOGQ!
B 57200

7. Set “PG connection" as connection type.

3 55 | 21 > - ||Hardware | Groups Technostring Qutputs | 3 (7%

3 Genedl
e S7:Xplarer PG/GE{5)]
479 Codesys-pk - E
-gor’cemxpw | General | Connect cton] " o I Digta [
G5f Playback CPU Name Connection type: m)'ﬁmwmﬁ) S
-, 57 Xporer
‘§-S7¥a\anCP/IP(14) Access point for applications <[ Corfigurs PG/PCintsfacs ]
57-Xplorer PC/CP (15)
5 ot e R 0 F s [
-8 s72a0007 ] Activate 57 rout
i Clickto add module .. L
£ Virtual Uss ibaPDA-S7-Xplorer Proxy
o et

8. Enable the “Use ibaPDA-S7-Xplorer Proxy” option.

3 25 B3 Il 21 (% ~ || Hardware | Groups Technostring Outputs | 3 (%,

e S7:Xplorer,PC/GEAIE)}

-8 Codesys-¥plorer — —
-85 oPC & General | F {1\ sredos| I Digel [ D 1
92 ook P e —— Toadr B =
1 S7¥plrer =B
T 57 Xplorer TCRAP (14) Access point for applications: - Get proxy PG/PC interfaces ]
S57-Xplorer PC/CP (15)
: E L0G01 (1) Address Rack: o B se: B
Haaan Activate §7 routing
Click to add madule — S
£ Vil Use ibaPDA-S7-Xplorer Proxy Address: localhost Port: EEE

=] Unmaoped

9. If the ibaPDA-S7-Xplorer Proxy should run on another computer, adjust the address accord-
ingly and get proxy PG/PC interfaces.

[ 5 5% [ #) 3 - |Hardware | Groups Technostring Outputs | 53 (%

ER e S7:Xplarer,RCIGEA{]E))
gg‘;ﬁmwm |\ nalog | [ Digitsl| & Di ics |

it Playback CPU Name

Crvociontpe: (Poomesn =] Tewze 5 L
7

0 57%pber
S7-Xplorer TCPAIP (14) Access point for applications: % Get proxy PG/PC interfaces
T
S7-Xplorer PC/CP (15) N~
@ LOGO\UB) Address: Rack: o B S (RE] Test

B 57200(17)

Activate 57 routing
Use ibaPDA-57-Xplorer Proxy Address: (| 192.168.21.113 ) Port: S

& General | & Connection| "\ Anslog | [I[ Digitsl| < Diagnostics|

CPU Name: [No.admsbook v] Connection type: Timeout {s): 'WS—E‘
Access point for applications: - [ Gt praxy PG/PCi ]
i CP_H1_T: = PLCSIM TCPIP |

[7] Activate S7 routing BE Famiy Cortroller TCPIP. 1

|BH TCP => PLCSlM TCPlP 1
[¥] Use ibaPDA-57-¥plorer Proy e PLCSIM TCPIF 1

CIOMIINE = PICSIM TrPIP 1

Fort: 9150 }_—:j
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11. Check the connection using <Test>

| General | 4 Connection| "\ Analog | I Digital| <3 Disgrostics|

CPU Name: [No addressbook v] Connection type: Timeaut (s): 15 ]
Access point for applications:  EERGE PLCSIN TCPIP_1 - Get proxy PG/PC interfaces

Address: Rack: b B st P B
[[] Activate 57 routing
[¥] Use ibaPDA-57-¥plarer Proxgy Address: 152.168.21.113 Port: 19150 >

[ibaPDA-57-¥plorer Prosgy]: Verbindung aufgebaut
Verbindung aufgebaut

MLFBNr der SPS ist: 6ES7 841-0CCO5-0YAS
SPS-Status: RUN
Dylcluszeit: Alduell 11ms  Mn 10ms Max 17 ms

Eingangsbytes: 256
Ausgangsbytes: 256

Markerbytes: 16384
Timer: 2048
Zahler: 2048
Log Adresse: 32768
Localdata: 7168
SPS hat 1DBs

[ibaPDA-57-¥plorer Proogy]: Verbindung getrennt

3.4.15.3 Connection with S7-PLCSIM Advanced

The interface ibaPDA-Interface-S7-Xplorer can also be used with a CPU simulated by SIMATIC
S7-PLCSIM Advanced. Depending on the selected communication path, it may be necessary

to use the ibaPDA-S7-Xplorer Proxy. This acts as a data gateway between ibaPDA and SIMATIC
S7-PLCSIM Advanced.

SIMATICS S7-PLCSIM Advanced offers two different methods of online access:
m PLCSIM
m PLCSIM Virtual Ethernet Adapter

S7-PLCSIM Advanced V2.0 SP1

DI
SIM Control Panel

| E Online Access
PLCSIM @ PLCSIM Virtual Eth. Adapter @

G TCPAP communication with | Ethernet "

Fig. 55: Methods of online access

When using "PLCSIM" please proceed as described in chapter & Connection with S7-PLCSIM,
page 60 .

If "PLCSIM Virtual Ethernet Adapter" is used, the connection mode TCP/IP and TCP/IP S7-1x00
can also be used in ibaPDA. The use of the ibaPDA-S7-Xplorer Proxy is then not necessary.

In particular, this enables access to "optimized blocks" and online address book generation di-
rectly from the CPU.
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Other documentation

Further information can be found in the documentation for SIMATIC S7-1500
S7-PLCSIM-Advanced.

https://support.industry.siemens.com/cs/de/en/view/109760835
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4 Diagnostics

4.1 License

If the "S7-Xplorer" interface is not displayed in the signal tree, you can either check in ibaPDA
under General - Settings - License info in the 1/O manager or in the ibaPDA service status appli-
cation whether your license "Interface S7-Xplorer" has been properly recognized. The number
of licensed connections is indicated in brackets.

License info
License options:
License no. :
Interface |EC 61850 Server (64) -
o e Interface Modbus Client TCP/AIP (64}
Interface Modbus Server TCP/IP (64)
License time limit: interface 57 TCP/UDF (64)
Interface S7-¥plorer (16) |
Dongle HW 1d: Inteface Sigmatek-Xplorer (16) =
Interface TOIC TCP/UDP (64)
} Interface VIP TCP/UDF (128}
Data Stﬂres. Dimimn 1m ~ CRAARD T s

Fig. 56: License displayed in the ibaPDA 1/0O manager, example of the S7-Xplorer license

Note
° The module S7-Xplorer redundant seizes two licensed connections. Please check
1 if the total number of licensed connections is sufficient when using redundant

modules, too.
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4.2 Log files

If connections to target platforms or clients have been established, all connection-specific ac-
tions are logged in a text file. You can open this (current) file and, e.g., scan it for indications of
possible connection problems.

The log file can be opened via the button <Open log file>. The button is available in the /0
Manager:

m for many interfaces in the respective interface overview
m for integrated servers (e.g. OPC UA server) in the Diagnostics tab.

In the file system on the hard drive, you will find the log files in the program path of the ibaPDA
server (...\Programs\iba\ibaPDA\Server\Log\). The file names of the log files include the name
or abbreviation of the interface type.

Filesnamed interface. txt are always the current log files. Files named Interface
yyyy mm dd hh mm ss.txt arearchived log files.

Examples:
m cethernetiplog.txt (logof EtherNet/IP connections)
m AbEthLog.txt (log of Allen-Bradley Ethernet connections)

m OpcUAServerLog.txt (log of OPC UA server connections)
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4.3 Connection diagnostics with PING

PING is a system command with which you can check if a certain communication partner can be
reached in an IP network.

Open a Windows command prompt.

|cmd| X | & Shutdown | » |

Enter the command “ping” followed by the IP address of the communication partner and press
<ENTER>.

With an existing connection you receive several replies.
@ Administrator: C\Windows\system32\cmd.exe . | = I (= S

GC:sUsers>ping 192.168.21.128
Pinging 192.168_.21_.128 u1th 32 hytes nf data

m| s

(Reply From 192.163.21:128: bytes=32 time{ims TTL= 123

Ping statistics for 192_168.21 _12@:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = 1ims. Average = Bms

C:nlUsers>

Fig. 57: PING successful

With no existing connection you receive error messages.
BN Administrator: C\Windows\system32\cmd.exe - |£Ii‘]

m | w

C:sUsers>ping 192.168 .21 .121

Pinging 192 163 21.121 with 32 bytes of data:
.168.21 .184: Destination host unreachable.
192 168.21.18@4: Destination host unreachable.
192.168.21.1684: Destination host unreachable.
192.168.21.1684: Destination host unreachable.

cs for 192.168.21.121:
= 4, Received = 4, Lost = @ (8x loss).

C:sUsers>

Fig. 58: PING unsuccessful

@ Issue 2.1 69



Diagnostics ibaPDA-Interface-S7-Xplorer

4.4 Connection table

For every Ethernet-based interface there is a table available in the I/O manager which shows
the status of each connection. Each line represents one connection. The following figure shows

the connection table for the Codesys Xplorer interface as an example.

B3 iba I/O Manager n|xE) g
[ DEEHEdaD- _H ardware | Gro ups Technostring Outputs ) &
22} General -
R = Gadesys-Xplarer
:_. \ ﬁ Sig;;‘:sd module .. (/] Set all values to zem when the connection to a PLC is lost
e Click to add device ... |V] Start acquistion even if a PLC is not accessible
Codesys Xplorer (V] Alow inaccessible symbols [ : Reset counters ]
Wy Codesys V2 - Messwere (2) 3 !
-~ @ Codesys V3 - Messwerte (4) Update time Response ime  Response time  Response time  Response time |
| L gl Cick to add mode .. Name Evorcount vl Actual ATt i o - ;|
B EF%H‘ iadis |l o codesysva-... 0 1,0ms 0,0ms 0,0ms 0,0 ms 6,0 ms M|
N ghermet:;,a Mo | 1 Codesys¥3-.. 0 | 13ms | 00ms | 04ms 00ms |  160ms n
gl Click to add modue .. | 2 ? | | 2 ? ? ? '
=5~ GCOM 3 ? 2 2 ? ? ? ?
= |ink 1 | - = = = - T = T = I = I

Fig. 59: Connection table, example for Codesys-Xplorer
The columns contain different values and information according to the interface type. The con-
nected target systems (controllers) are identified by their name or IP address in the first (left)
column.

The table shows the cycle times of the different connections during the data acquisition. Click
the <Reset counters> button to reset the error counters and the calculation of the response

times.
Additional information is provided by the background color of the table rows:

Color Meaning

Green The connection is OK and the data are read.

Yellow The connection is OK, however the data update is slower than the
configured update time.

Red The connection has failed.

Gray No connection configured.

When using the module S7-Xplorer redundant, for both connections, a row is displayed. To the
connection that is not active, the status "Standby" is assigned and the connection is displayed in
red. This is not an error situation, but the normal operating status.

iba I/0 Manager = & B_|
1 5 55 | 21 [ - || Hardware | Groups Technostring Qutputs | =3 [
4% General
E+ g ABXplorer P -'Xpi arer,
i -l Click to add module ... —
£ Codosys Yolorer S7opemndsin () Englsh [ Import S7addressbocks | [ Create S7addressbooks | | Delete 57 address books |
j o gcﬂwck to add module @ German log file
B
il Click to add modue ... [T Set all values to zero when the connection to an 57 s lost
m Playback [ Start acquisition even if an 57 CPU is not accessible
= o
ek ﬂm redundant (1) [F] Allow inaccessible S7 operands
b 7= ST-¥plorer TCP/IP cpul (2) : . < -
: Update time Response time Response time Response time Response time i
¢y é"k'fp'“rﬁ;;t PQ ”T cpul 3) Hame Brrorcount  pctal Actul Average Min Max |
i 2o ick to add module ... B
,3 £ Vitual 57-400H left on S7-Xplorer redundant | a | 102 ms 57ms | B6mS | 42 ms | 1334 ms I
3 1 | | | | | |
; i Click to add madule
B8 Unmapped 5 S7-¥plorer TCP/IP cpu | 0 | 102 ms | 80 ms | 54ms | 32ms | S92 ms
3 S7-Xplorer TCP/IP cpul | | 102 ms 53ms | 659 ms | 30ms | 987 ms
i 2 [ | ? = | o | ? | ?
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4.5 Module diagnostics

You will find another diagnostic aid with a tabular display of the actual analog and digital values
and the data types on the Diagnostics tab of each Xplorer module.

For further information see A Module diagnostics, page 55
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4.6 Diagnostic modules

Diagnostic modules are available for most Ethernet based interfaces and Xplorer interfaces. Us-
ing a diagnostic module, information from the diagnostic displays (e. g. diagnostic tabs and con-
nection tables of an interface) can be acquired as signals.

A diagnostic module is always assigned to a data acquisition module of the same interface and
supplies its connection information. By using a diagnostic module you can record and analyze
the diagnostic information continuously in the ibaPDA system.

Diagnostic modules do not consume any license connections, since they do not establish their
own connection, but refer to another module.

Example for the use of diagnostic modules:

m A notification can be generated, whenever the error counter of a communication connection
exceeds a certain value or the connection gets lost.

m In case of a disturbance, the current response times in the telegram traffic may be docu-
mented in an incident report.

m The connection status can be visualized in ibaQPanel .

m You can forward diagnostic information via the SNMP server integrated in ibaPDA or via OPC
DA/UA server to superordinate monitoring systems like network management tools.

In case the diagnostic module is available for an interface, a "Diagnostics" module type is shown
in the "Add module" dialog.

il Add module e

MName : | Diagnostics

Module type :

% TCP Generic

i bt _

Fig. 60: Add diagnostic module, example Generic TCP

Module settings diagnostic module
For a diagnostic module, you can make the following settings:

72 Issue 2.1 @



ibaPDA-Interface-S7-Xplorer Diagnostics

| General | " Analog | IIl Digtal |

[v Basic
Module Type Diagnostics
Locked False
Enabled True
MName Diagnostics TCP 1
Meodule No. 16
Timebase 10 ms
| Use name as prefix False
+ Diagnostics
ITCP Generic 2 (15)
Target module
The number of the module of which the disgnestic data should be
| measured.

Fig. 61: Module settings diagnostic module, example TCP Generic
The basic settings of a diagnostic module equal those of other modules.
There is only one setting which is specific for the diagnostic module: the target module.

By selecting the target module, you assign the diagnostic module to the module on which you
want to acquire information about the connection. You can select the supported modules of this
interface in the drop down list of the setting. You can assign exactly one data acquisition module
to each diagnostic module. When having selected a module, the available diagnostic signals are
immediately added to the Analog and Digital tabs. It depends on the type of interface, which
signals exactly are added.

& General | "\ Analog | Il Digtal |

MName Unit Gain Offset Active  Actual

0 IP address (part 1) 1 i}

1 IP address (part 2) 1. 0: ..
2 1P address (part 3) 1 0 '
3 1P address (part 4) 1 0 '
4 Port 1 0 .
5 Message counter lj Ul l
6 Incomplete errors :l. 0--- .
7 Packet size (actual) |bytes 1 o [ |
& Packet size (rnax)l mblytes :ll Ul [
9 Time between data (actual) mms 1. 0. ..
10 Time between data (min) |ms 1 0 '
11 Time between data (max) -ms 1. 0” .

Fig. 62: Example: Analog values of a diagnostic module for a TCP Generic module

For example, the IP (v4-) address of a TCP Generic module (see fig. above) will always be split
into 4 parts derived from the dot-decimal notation, for better reading. Also other values are
being determined, as there are port number, counters for telegrams and errors, data sizes and
telegram cycle times.

| General | anog | Il Digital |

MName Active  Actual
0 Active connection mode
L in\ralid packet
2 Connecting | |
3 Connected | |

Fig. 63: Example: Digital values of a diagnostic module for a TCP Generic module

@ Issue 2.1 73



Diagnostics

ibaPDA-Interface-S7-Xplorer

4.7

Connection diagnostics by means of PG/PC interface

By means of the diagnostic function of the PG/PC interface, the functionality and connection

configuration can be tested.
For this purpose, open the PG/PC interface.
. 2GIGP

{=Xplarer,

| 85 General | & Connection| "\ Analog | JIl Digital |5 Di ics|

CPU Name: [No addressbook. Connection type:

.

Access point for applications:

Address:

Rack: b B s [
[ Activate S7 routing
[ Use ibaPDA-57-¥plorer Proxy

Fig. 64: Open PG/PC interface
Open the diagnostics dialog.

Set PG/PC Interface

Access Path | LLDP / DCP

Arccess Point of the Application:

[STONLINE (STEP7) > CP5622 MPL1

0

Interface Parameter Assignment Used:
CP5622 P11 <Active=

W >
HBCPsE22 FWL1 E|
@BCPS622 FWL_FAST_LOAD.1 Copy...
ECPM.MPI.T <Aldiv> - Delete
4| 1 | 3 o
(Assigning Parameters to Your NDIS CPs
with TCP/IF Pretocol (RFC-1006))
Interfaces
Add/Remave: Select
Coe )

]

Fig. 65: Open diagnostics

The following figure shows an example of a diagnostics of a SIMATIC Net CP5622 (Profibus).

By clicking <Test>, a network diagnostics will be started.

By clicking <Read>, an availability check of the bus devices will be started.
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Diagnostics

In this example, one active station was found on the address 0 and 2 each.

' SIMATIC NET diagnostics - CPSG11(MPT)

PROFIBUS/MPI Network Diagnostics I Hardware i

— Status/Metwork Diagnostics

Station address: I

Bus parameters:

L. i -l":lﬁlnT
e e S i e (71 :

e e il el e el B

R e LRS- ]
- < -

g

Nodes
01234567829 10111213141516171819
o MENICCDCEOEEEEOEEEEED
2 EEEEEEEEEEEEEEEEEEEE
MEEEEEREEEEEEEREEREEE
o DEEEEEEEEEEEEEEEEEES
-+ | | | o o ), o o ] o
(1,1 ] | | o o |, ] o o o e o

WOCCCCCE ke
[ Station passive

Bead ¥ Station active
[ Station active ready

OK | Cancel Help

Fig. 66: SIMATIC NET diagnostics

4.8 Error messages

The following tables contain error messages and their possible cause.

The error messages are output when validating the configuration at the beginning of the mea-
surement in the I/O Manager of ibaPDA .

Error code Description Possible cause
OxFFFO0000 | Function not implemented

OxFFFO0001 | Parameter error when calling a function False format of IP address
OxFFFO0002 | Invalid device number

OxFFFO0003 Invalid PLC number

OxFFFO0004 Invalid parameter type

OxFFFO0005 Not enough memory

OxFFFO0006 | Device already opened

OxFFFO0007 Device not opened

OxFFFO0008 | Order has already been removed

OxFFFO0009 | Invalid order number

OxFFFOOOOA | Function is not supported

OxFFFOO00B | Adapter not initialized

OxFFFOO00C | No free connections available

Issue 2.1
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Error code Description Possible cause
OxFFFOO00OD | Device is not configured and not support-

ed
OxFFFOOOOE | Hardware was not found No connection
Adapter not connected
Interface not available
OxFFFOOOOF Error when reading the parameters
OxFFFO0010 | Error when writing the parameters
OxFFFO0011 | The demo time has elapsed
OxFFFO0012 False character in the text. Conversion not
possible.
OxFFFO0013 | Buffer is not long enough.
OxFFFO0014 | File was not found
OxFFFO0015 | Error when calling the configuration pro-
gram
OxFFFO0016 Error when dynamically loading the DLL
OxFFFO0017 | The file could not be generated
OxFFF50000 | No free order buffer available
OxFFF50001 | Invalid packet
OxFFF50002 | No connection to the PLC All connections are already as-
signed
OxFFF50003 | The connection has been closed
OxFFF50004 | Timeout Wrong MPI address
False rack number
False slot number
OxFFF50005 | Invalid context
OxFFF50006 PLC-memory error
OxFFF50007 | Invalid operating state
OxFFF50008 | Invalid address on the PLC
OxFFF50009 Invalid mode
OxFFF5000A | No data available, e.g. DB is missing
OxFFF5000B | Execution level for OB not available
OxFFF5000C | Empty block list
OxFFF5000D | Error in the block size
OxFFF5000E | Invalid block number
OxFFF5000F Protection level of the function not suffi-
cient
OxFFF50010 | Unknown SSL ID (e.g. access to CP instead | False slot number
of PLC)
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Error code Description Possible cause
OxFFF50011 | Unknown SZL index (e.g. access to CP in-
stead of PLC)
OxFFF50012 | Information cannot be obtained at the
moment
OxFFF50013 | Unknown error message from PLC (please
report!)
OxFFF50014 | Hardware failure, e.g. nonexistent periph-
erals
OxFFF50015 | Object access not allowed
OxFFF50016 | Context is not supported
OxFFF50017 | Type (data type) not supported
OxFFF50018 | Internal error, please report
OxFFF50019 Error when restarting the PLC
OxFFF5001A | Error at automatic start-up of the PLC
OxFFF5001B | End of connection received
OxFFF5001C | PLC not found False rack number
False slot number
OxFFF5001D | Too many data for this ACCON-AGLink ver-
sion
OxFFF5001E | The PLC does not support this function
OxFFF5001F | The password entered is wrong
OxFFF50020 | The connection has already been legiti-
mized
OxFFF50021 | The connection legitimation has already
been canceled
OxFFF50022 | The password is not required, since no
password has been configured
OxFFF50023 | At least one variable address is invalid
OxFFF50024 | Specified order does not exist
OxFFF50025 |Impermissible order state
OxFFF50026 | Impermissible cycle time (timebase or
multiple thereof impermissible)
OxFFF50027 No further cyclical reading order can be
set up
OxFFF50028 | Function for this order not possible (false
state)
OxFFF50029 | Termination of the function due to over-
load (reading cycle takes longer than the
cycle time set)
OxFFF5002A | No data for this part of the reading cycle
has been supplied
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Error code Description Possible cause
OxFFF5002B | False time format
OxFFF5002C | Unknown Pl name
OxFFF5002D | Transfer has been interrupted by NCK
OxFFF5002E | The response telegram is too big for the
PDU size

OxFFF5002F | No H-CPU found

OxFFF50030 | The data have not changed

OxFFF30000 | Error when reading the device information

OxFFF30001 | Error when reading the bus parameters

OxFFF30002 | Error when writing the bus parameters

OxFFF30003 | No resources available on the device

OxFFF30004 | Invalid device

OxFFF30005 | Adapter was not found

OxFFF30006 | Required device driver has not been found

OxFFF20000 | The desired adapter address already exists

OxFFF20001 | The HSA is invalid (shorter than biggest
active node)

OxFFF20002 | The adapter is not in the logical ring

OxFFF20004 | Received packet has wrong contents

OxFFF20006 | Unknown error code of the adapter

OxFFF20007 Unknown error code of the device driver

OxFFF20008 | The communication adapter has been re-
moved

OxFFF20009 | The modem has been removed

OxFFF2000A | No directly connected PLC found

OxFFF20313 | Invalid speed at the MPI bus

OxFFF20314 | The address is longer than HSA

OxFFF20315 | The desired adapter address already exists

OxFFF2031A | No other active bus device found

OxFFF2031C | The bus is disturbed

OxFFF2031D | The bus is disturbed

OxFFF2031E | Automatic bus profile identification does
not work, bus parameter telegram is miss-
ing

OxFFF20337 | Legitimization for accessing the TS adapter
is missing

OxFFF10000 |The COM port is already in use

OxFFF10001 | The modem was not found

OxFFF10002 | The modem did not hang up

OxFFF10003 | The modem did not respond
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Error code Description Possible cause

OxFFF10004 | Modem error when initializing the basis

OxFFF10005 Error in Initstring 1

OxFFF10006 Error in Initstring 2

OxFFF10007 Error in Initstring 3

OxFFF10008 Error in Initstring 4

OxFFF10009 | Error in the dial mode specification se-
quence

OxFFF1000A | Error in the dial tone specification se-
quence

OxFFF1000B | Error in the automatic call acceptance se-
quence

OxFFF1000C | The modem has been removed

OxFFF1000D | No connection could be established

OxFFF1000E Login has been rejected. The specified
user name is not known.

OxFFF1000F Login has been rejected. The password
entered is not correct.

OxFFF10010 | Login has been rejected. A callback num-
ber has already been configured in the TS
adapter.

OxFFF10011 | Error when selecting

OxFFF80000 | Function not allowed

OxFFF80001 | Invalid project handle

OxFFF80002 Error when opening a project

OxFFF80003 Error when creating the program instance
of the project

OxFFF80004 | Error when closing a project

OxFFF80005 | No or no further program found

OxFFF80006 | Specified program has not been found

OxFFF80007 | One of the parameters is outside the valid
range

OxFFF80008 | Scope of functions or runtime has elapsed
(demo version)

OxFFF8000A | No or invalid data indicated

OxFFF8000B | The selected program does not contain a
symbol table

OxFFF8000C | Symbol table already opened

OxFFF8000D | No or no further symbol entry found

OxFFF8000E Error when reading the symbol dataset

OxFFF8000F | Symbol not found

OxFFF80010 | Absolute operand not found
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Error code Description Possible cause
OxFFF80011 | Invalid symbol
OxFFF80012 | Invalid absolute operand
OxFFF80013 | Invalid filter string
OxFFF80014 | The indicated DB is not available
OxFFF80015 | Error when reading the block data of the
DB

OxFFF80016 | Error when relocating the block data of
the DB

OxFFF80017 | A DB for searching components is already
opened

OxFFF80018 No DB for searching components is
opened yet

OxFFF80019 | No or no further component available

OxFFF8001A | DB component not found

OxFFF8001B | Invalid DB component

OxFFF8001C | DB component not suitable

OxFFF8001E Invalid constant specification

OxFFF8001F Invalid constant size or formatting

OxFFF80020 | Initializing the object types failed

OxFFF80021 | False version of the message configuration

OxFFF80022 | Error when opening the message configu-
ration

OxFFF80023 | Error when exiting the message configura-
tion

OxFFF80024 | No or no further message entries found

OxFFF80025 | No or no further language found

OxFFF80026 | Error when accessing the database

OxFFF80027 | Invalid signal number

OxFFF80028 | Invalid specification of associated value

OxFFF80029 Invalid number of the associated value

OxFFF8002A | Invalid element type

OxFFF8002B | Invalid length of associated value data

OxFFF8002C | Format not specified

OxFFF8002D | Invalid format specification

OxFFF8002E No or no further text library available

OxFFF8002F No or no further text library entry avail-
able
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Appendix

5 Appendix

5.1

The resulting cycle times of the measurement depending on the different access points of the

S7 CPU had been evaluated in a testing environment.

Configuration of the PLC:
m S7-400 CPU 416 2DP

m Cycle OB1: 6 msto 10 ms

m ibaPDA measurement time base: 1 ms

Comparison of the cycle times on different access points

Number of | MPI adapt- | MPI adapt- | MPI adapt- | CP5611Pro- | TCP/IP L2B *)
signals er (COM) er (USB, er (USB, fibus,
38,4 kBd Deltal Siemens) 12Mbit/s
)38,4 kBd

1 108 52 40 24 12 1
11 130 62 51 26 13 1
21 155 78 54 27 13 1
32 160 78 55 27 13 1
42 171 78 56 27 14 1
53 189 94 60 29 15 1
64 280 140 90 42 18 1

*) 1 ms is the ibaPDA time base which is supported by iba cards such as ibaCom-L2B-8-8, for
example. But the actual measurement cycle, in fact, is depending on the Profibus cycle time

(with 2 slaves: 0,98 ms; with 8 slaves: 1,6 ms, provided 12 Mbit/s) and the program cycle (OB1

or OB35)

300

]
b

MPI-COM /

[N}
8

/

5

=
=

resulting measurement cycle [ms]

¥ WPIUSE,Sie)

CP5611

e

Mcp:lp
—

21 32
number of signals

42 53

B4
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5.2 Comparison of the cycle times for different S7-CPUs

Using an experimental arrangement, the updating times of the signals on different S7-CPUs and
access via TCP/IP were measured.

Configuration of the controllers:
m Cycle OB1: 10 ms
m ibaPDA base measurement time base: 1 ms

m Connection mode TCP

There are many different factors that have influence on the measured updating times. A direct
transfer to a specific plant configuration is only feasible to a certain extent.

Quantity structure 8A 32A 64A 128A 256A 512A 1000A
+8D +32D |+64D |+128D |[+256D |+512D |+1000D

CPU Updating time [ms]

CPU 314C 10 10 22 33 55 109 208

6ES7314 6EH04-0ABO
via internal PN-IF

CPU 317 10 11 22 33 54 109 207
6ES7317 2EK14-0ABO
V3.2.10 via internal PN-IF

CPU 317 33 39 77 124 215 431 825
6ES7317 2EK14-0ABO
V3.2.10 via CP343-1 LEAN

CPU 412-2PN 2 2 2 4 7 12 21
6ES7412 3HJ14-0ABO
V6.0.3 via internal PN-IF

CPU 412-2PN 6 6 8 14 22 40 72
6ES7412 3HJ14-0ABO
V6.0.3 via CP443-1
WinAC 0 0 0 1 1 3 5
via internal PN-IF
CPU1212C 20 20 39 59 99 197 374
6ES7 212-1BD30-0XB0
V2.0

via internal PN-IF

CPU1516 1 1 1 1 2 4 8
6ES7 516-3AN00-0ABO
V1.0

via internal PN-IF
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B25

900
|
700 r
|
|
|
600 |
|
s00 -
|
400 -
|
; GEST 317-2EK14-DABO-CP via CP343-1 LEAN
L ¢ GEST 212-1 BD30-0X BO-PN via internal PN-IF
|
| GES7317-2EK14-0AB0-PN viainternal PN-IF
200 GES7 314-5 EH04-0AB0 via internal PN-IF
| GES7412-3HI14-0AB0-CP via CP443-1
100 k GES7412-3HI14-DABO-PN via inter nal PN-IF
| GES7516-3 ANCGO-0ABO-P N via nternal PN-IF
i : WinAC via IE Algemein on IF1

Fig. 67: Comparison of Updating times
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5.3 ibaPDA-S7-Xplorer Proxy as PC/CP interface proxy

The ibaPDA-S7-Xplorer Proxy can also be used in situations when there is no STEP 7 or SIMATIC
Net installed on the ibaPDA computer (computer A), but access to the CPU, however, still must
be effected via an S7-Xplorer PC/CP module.

Computer A Computer B

ibaPDA-87-Xplorer Proxy

Eaiic SIMATIC Net PG/PC Interface
MPI/Profibus
TCP/IP
| s7-cpu S7-CPU

Fig. 68: System topology

For this purpose, the ibaPDA-S7-Xplorer Proxy is to be installed and started on the computer
with the STEP 7- / SIMATIC NET installation (computer B).

Unlike the configuration with S7-PLCSIM (see chapter & Connection with S7-PLCSIM,
page 60), a real interface (e.g. the network interface card) is to be set as access point for ap-
plications. The access point is to be installed on computer B.

8 iba /0 Manager = =
1 5 %5 e 1 % - ||Hardware | Groups Technostring OQutputs | 3 |5 |
- 4¥ General
-2 AB-Xplorer » !
- ‘@ Codesys-¥pl v i |
g%o:ﬂcemxpw | 85 General | # C ion| "\ Analog | [ Digital | D |
[-inf Playback CPU Name: [No addressbook v] Connection type: Timeout (s): [15 ' :'
=+ $7-¥plorer - =
%L S7-¥plorer TCP/IP {14) Access point for applications b Gil Corfigure PG/PC inteface ]
ST || i
) LOGO! (16) Address: 152,168 - ).;“
57200 (1 5 MPI => TS Adapter i
ﬁ Click to {ad_g module Bl torte St FDA => TS Adapter
5 £ Vit 2 [7] Use ibaPDA-57-¥plorer Prosg STONLINE => TCP/IP - Irtel(R) B2575LM Gigab...
-85 Unmapped I

Fig. 69: Selection of access point

S7-CPU can be accessed via all installed access points.
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5.4 Setting PG/PC interface / defining new access point

ibaPDA-Interface-S7-Xplorer cannot establish a connection to a S7-CPU, if the parametrization
"AUTO" for an access point (MPIl-adapter or CP) has been set in the SIMATIC Manager.

There are 2 possible remedies:

Changing the interface with remaining access point name
Change interface in the SIMATIC Manager e.g. from "CP5622 (AUTO)" to "CP5622 (MPI)" or
"CP5622 (PROFIBUS)".

Disadvantage of this method: If the setting of the access point will be changed again in the SI-
MATIC Manager, the measurement does no longer work because ibaPDA no longer has any ac-
cess.

Adding a special access point for ibaPDA
To avoid conflicts with the setting of SIMATIC Manager and ibaPDA when both programs run on
the same computer, a new access point should be defined.

There is the <Configure PG/PC interface> button in the dialog window of the PC/CP module. It
can be used to open the dialog for configuring the PG/PC interface.

The setting for the SIMATIC Manager will also be changed.

odu!e ' —

[ Gereral | ¥ Connection| "\ Analog | II Digitl| & Disgrasics |
Connection
Connection mode: PC/CP x Connection type: Timeout {s): |15 = f
Access point for applications: - [ Configure PG/PC interface ]
Address: 192.168.123.1 Rack: 0 B sa 0 B Test

Fig. 70: Configure PG/PC interface

Procedure
1. Open the dialog box with the <Configure PG/PC interface> button.

‘Set PG/PC Interface
Access Path | LLDP fﬁ‘

Access Point of the Application:
IS?ONLINE (STEP 7}  => TCP/IP -> Intel{R) 82573LM Gigab... ']
(Standard for STEP 7)

Interface Parameter Assignment Used:

TCP/IP = InteliR) B2579LM Gigab..

S0 Ind. Ethemet - iba AG ibaFOB|_|
IS0 Ind. Ethemet - Intel(R) 825751 Copy...
B IS0 Ind. Ethemet -> Intel (R) Centrin

| TH | I

Delete

(Assigning Parameters to Your MDIS CPs
with TCP/IP Protocol (RFC-1006))

Intefaces

Add/Remove: Select ..

() [
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2. Select the row <Add/Delete> under "Access Point of the Application".

| Set PG/PC Interface ==

Access Fath | LLDP / DCP

Access Point of the Application:

== S0 Ind. Bthemet -> VMware Virtual Etheme...<Board 2
MPl  (WinCC} - TS Adapter

STONLINE (STEP7) - TCP/AP -» Intel{R) 82579LM Gigab...
m < UOHES -

150 Ind. Ethemest -> iba AG ibaFOB[_|

IS0 Ind. Ethemet - Intel(R} 825731 ; Copy...
ISO Ind. Ethemet -= Irtel(R) Centrin . [ Delete
4 1 | r ' o
(Assigning Parameters to Your MDIS CPs
with TCP/IP Protocol (RFC-1006))
Interffaces
Add/Remave: Select
[ Corest ] [_rin ]

3. Define a new access point; enter a name, e.g. PDA and optionally a description for a better
understanding, click on <Add> and <Close>.

' Add/Delete Access Points ==
Add

Mew Access Point:
PO

Add

Description:

Delete

EP L2 1 | Delete
FwL_LOAD e
150-PD&

Pl EinEC

Standard for STEP 7
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4. Add an interface to the access point, e.g. "CP5622 (MPI)" and exit with <OK>.

Se'l PG'!P{Z }nte-;"fa..ce'
Access Path | LLDP /DCP | PNIO Adapter | Info |
Aiccess Point of the Application:
[Foa > CPSB22IMF) -]
I
Interface Parameter Assignment Used:
crsate
= .
CPBEZZ(FwL]
CP5622(FwL_FAST_LOAD)
: : x Delete
Pl T | 3 '
[Parameter assignment af your
cammunications processor CPAE22 far an
MPI netwark)
Interfaces
[ Corcel_] [t

)

The newly defined access (e.g. PDA --> CP5622.MPI.1) is displayed subsequently in the connec-
tion dialog of ibaPDA under "Access points for applications".

Connection
Connection mode;

Address:

PR

2

i | i T
_|_ General !i{:unnecﬁmi_hu Analog | I Digital | Diagrmsﬁc:sl

S Comectontpe

Tmeout s): (15 [

Access point for applications: POA => CPBE22 MPI1

Rack: (]

i

Fig. 71: Set access point

Notes on the different access points

-

Corfigure PG/FC interface |

Slat:

0

[

=1

Depending on which access points have been configured in the Engineering PC, there are differ-
ent access points available for selection in the ibaPDA system.

Basically, there are 3 types of access points:

m TCP/IP
m SO

m Bus system PROFIBUS or MPI

TCP/IP

If you select an access point using TCP/IP, you need to enter the IP address, rack and slot num-
ber of the CP in the module configuration dialog. If you do not know the rack and/or slot num-
ber, enter "0" for slot and click on the <Test> button.

Issue 2.1
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ISO

If you select an access point using an ISO interface, you need to enter the MAC address, rack
and slot number. For the rack and slot number, use the <Search> button.

Bus system (PROFIBUS or MPI)

If you select an access point using a bus interface, like e.g. PROFIBUS or MPI, you need to enter
the bus address, the rack and slot number. You can also use the <Search> button and then click
on one of the CPU links found to test the connection.
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5.5 S7 routing

S7 routing is defined as the possibility to use S7 controls as router to access secondary target
systems, i.e. controls or drives, which are in different subnets. This also includes changing the
bus system (Ethernet / PROFIBUS / MPI).

5.5.1 Routing from Ethernet to Ethernet

Please do not mix up the “S7 Routing” function with “IP Routing”.

The following constellation will make this clear:

% NetPro - [Test (Network) -- D:\Carsten\...\20140825_Routing\Test]

%“ﬂ:twork Edit Inset PLC View Options Window Help

8 S B a8 TS BB
Ethernet(1) L

Industrial Ethernet )
Router [
n [ =EEE 3

Ethernet(2)

ustrial Ethernet

3

k4

CPU3xx S7-412
= CP  iPN-I0
44210 ———
H o

CcPU TMPI/DP PN-IO |CP 1PN-I CPU P JMPIDP
: : AT
‘|

cP

4531DF (O
H 435

el [ H Ext
H i H | ‘m m
2 3 2 2 2

Fig. 72: S7 Routing, example system topology

We want to access the CPU412 controller from the engineering PC (also with ibaPDA). The com-
puter and the controller are not directly connected via a common network/bus. We want to run
the connection over the CPU314C controller. “Passing” the communication in this controller is
called “S7 Routing”.

In our example, engineering PC and CPU314C are also located in two different (logic) subnets.
You need an (IP-) Router for establishing a communication connection. This is completely inde-
pendent of the “S7 Routing” function and should not be confounded with it.

5.5.1.1 Configuration of STEP 7/ NetPro

The following configuration steps are required to be able to access the secondary CPU412 con-
trol with the SIMATIC STEP 7 programming software. These are not required for using ibaPDA.
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Inserting a PG/PC station:

B8 NetPro - [Test (Network) -- D\ Carsten'...\20140825_Routing\Test]
B2 Metwork Edit Inset PLC View Options Window Help
Y 8 S e dd| 88 Ba R

Ethemet(1)
Industrial Ethernet

Ethernet(2)
Industrial Ethernet

MPI(1)
MPI

PROFIBUS(1)
PROFIBUS

CPU3xx S7-412

CFU_WPIDP (PID |CF PHAD TFU_DF [WFIDF [4581DF DP [CF _[CP PRI
314C-2 | 3431 4122 i H 5 [442-1,

PGIPC(1)

PN/DP | | Lean | | ' ' Ext |
i =] fi-| m | i |m fi=]
2 A 2 2 2

Fig. 73: NetPro configuration

Assigning an interface (network interface card):

" Generdl I Interfaces  Assignment I

Configured Intefaces:

"Noi Assigned

Wiware Virtuzal Ethemet Adapter for WMnet8. TCPIP.1 -

Viware Vidusl Fhemet e [netd il
[

:

— iy

< Hiealtek PCle GBE Family Cortroller. TCPIP. 1
s
Interface Parameter assign Subnet S570nline &

STONLINE Access:
4] L] | PO Active

QK Cancel I Help |

Fig. 74: PG/PC interface assigned

Result:

o =

| General I Interfaces  Assignment I

—Not Assigned
Configured Interfaces:

’»que | Type | Subnet

Interface Parameter Assignments in the PG/PC:

CP5622 FWL FAST LOAD.1 [

CP5622.MP1.1 -
CP5622 PROFIBUS.1 x
Assigned Dizconnect

Lo s
Realtek PCle GB... Ethemet(1)
P S70MLINE Access:

1L} | Y Active

0K Cancel I Help

Fig. 75: Interface assigned

The connection line of PG/PC to the network should be highlighted yellow now.
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The following figure shows the communication channel using arrows (these are not shown in
SIMATIC NetPro).

98 NetPro - [Test (Network) -- D:\Carsten..\20140825_Routing\Test]

%ﬂ Network Edit Inset PLC View Options Window Help

E8 G a0 ka8 9O BE R
Ethernet(1) 1
Industrial Ethernet

Ethernet(2) >
Industrial Ethernet
MPI(1) i
MPI
PROFIBUS(1)
PROFIBUS
- | »
CPU3xx S7-412 =
‘!I" g’&%‘,z EMF‘I-'I}P EPN-IO ;P:LK EPN-IO -.ri“H! fﬁPz\:I{ﬁF‘ EMPIJDP 4581DP EDP gfg_s ﬂl‘ EPN-IO
PN/DP Lean oF ' ' ' Ext '
i ‘. i ] m m m |m i}
2 3 2z 2 2

Fig. 76: Communication channel

Finally, load all hardware configurations and connection data from NetPro.

5.5.1.2 ibaPDA configuration

The following entries have to be made:

iba IO Manager El
O 5 55 [ ) (B - || Hardware | Groups  Technostring OQutputs | 53 [
-4} Generzl -
- ABXplorer :
- '@ Codesys-¥pl [ F |
g% OOF‘;M Kot |§§= General }jr 7 "’\J Analogl I Digital | < D |
E+-Hnr Playback CPU Name:  |CPU_mit_DP-IF {CPU 314C- » Connection type Timeout 5): |15 &
E}ﬂ S7-¥plorer T : 3 = -
: ?’z 57-¥plarer TCPAP (14) Address: 192.168.0.2 Rack: 0 5 siot: 3 1

gﬁ; S57-¥plorer PC/CP (15) . ) ) - o .
LOGO! (16) Activate 57 routing Mdgssﬁ@ewce acting as gateway {e.g. IE/PE link): 57 Subnet D of target net:

o 57200017) 192.168.11.245 P
iy Click to add module .. I -000
o kil

Fig. 77: Enable S7 routing

Activate S7 routing
Enable to use S7 routing

Address
Address of the target control (here CPU412)

Address of device acting as gateway
Enter address of the gateway (here CPU314C)

S7 subnet ID of target net
Enter subnet ID from STEP 7 NetPro

You can identify the S7 subnet ID in NetPro. For doing so, right-click on the secondary bus sys-
tem and open the “Properties”.
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92 NetPro - [Test (Network) -- D:\Carsten! i
%E_Qetwo_lk Edi@ Insert PLC_!i_ew Options gindm\r Help

(5" &Gk dd|8 5 BE N

Ethemet(1)
Industrial Ethernet

Ethernat(2) ’
Industrial Ethernet
MPI(1) Copy Ctrl+C
MPI Delete Del
PROFIBUS(1) PROFINET 10 Domain Management...
PROFIBUS PROFINET 10 Topology...
T Rearrange

i CPU3xx . |s7a12 _ (‘ Object Properties. Alt+Return
"'ﬁ CPU :MPI.'DP :PN—IO CP :PN—\O m CPU :D‘F :MPI.’DP 4581DP :DP CP CP :'FN—ID PG"’PC

] N314C-2 ' 3431 412-2 ' 4435 4431, By

]l o PnDP | Lean | i e | | i Ext | []

i '\ ‘m . ‘| |m '\
2 2 2
Fig. 78: Determine S7 subnet ID
General | E}

L 57 subnet 1D

Project path:

Storage location

et |D:Carsten’,_support’20140825_Routing' Test
Author: I

Date created: 08/25/2014 12:10:12 PM

Last modffied: 08/25/2014 12:14:05 FM

Comment:

o[

Fig. 79: S7 subnet ID
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5.5.2 Routing from Ethernet to PROFIBUS

We want to implement the following way of access:

B8 NetPro - [STRouting_Fth_DP (Netz) -- D:\40_SIMATIC'30_Demos\S7Routing_Eth_DP]
B3 Netz Bearbeiten Einfigen Zielsystern Ansicht Extras  Fenster Hilfe

BT R g

Ethernet(1) 1 =
Industrial Ethernet
—
MPI(1) 4
MPI
PROFIBUS(1) |
PROFIBUS T
|CPU319 F
CFU  IMF/DF {DF (PN-ID S [cFU TWRIDR TRNHID @ -
Bl |3en il _r||H|| si22 | : AR
PN/DP | L B ey : = E
H B W 4= |
2 2 3

Fig. 80: S7 Routing, example system topology Ethernet PROFIBUS

We want to access the CPU319 controller from the engineering PC (also with ibaPDA). The com-
puter and the controller are not directly connected via a common network/bus. We want to run
the connection over the CPU412 controller. “Passing” the communication in this controller is
called “S7 Routing”.
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5.5.2.1

Configuration STEP 7/ NetPro

The following configuration steps are exclusively required for accessing the subordinate control-
ler CPU319 via the SIMATIC STEP 7 programming software. For using ibaPDA, these configura-
tion steps are not required. Adding a PG/PC station:

%g% NetPro - [S7Routing_Eth_DP (Network) - D:\40_SIMATIC\30_Demnos\S7Routing_Eth_DP]

gﬁ@ Metwork  Edit  Insert

PLC View Options Window Help

[-][=]x]

I =

daln| B &L BE ! N2

Ethernet(1)
Industrial Ethernet

[

MPI(1)
MPI

PROFIBUS(1)
PROFIBUS

m

|CPU319

CPU MPIIDP
3183
FM/DP .

=]

' DF :PH-IO

CPU

TMPI/DP (PN-IO
i (4122 1
PN

2

2

Fig. 81: Configuration NetPro

Assigning an interface (network card):

o
Properties - PG/PC

General I Interfaces ~ Assignment |

— Mot Assigned
Corfigured Interffaces:

1 L L ) “TroC J__gl;m

Ethemet port(1) T — Ethemst{1)

Interfface Parameter Assignments in the PG/PC:

WiMware Virtual Bthemet Adapter for YMnet8 TCPIP.1
or VMnet8. TCPIP Auto 1

| [ ] 3

Dizconmect

STOMNLINE Access:
= Aictive

Cancel Help

Fig. 82: Assign PG/PC interface

94

Issue 2.1




ibaPDA-Interface-S7-Xplorer Appendix

Result:

r o™y
Properties - PG/PC - - ﬂ

General | Interfaces J"‘Si’vigm'l'lﬁ"ﬂl

— Mot Assigned
Corfigured Interffaces:
MName | Type | Subnet

Interfface Parameter Assignments in the PG/PC:

DUST1.COM1 -
DUST1.COM2 (
iba AG ibaFOB-D Metwork Interface 150 1

iba AG ibaFOB-D Network Interface. TCPIP.1 5

Aszsigned: Dizconnect |
| i | | ine
I Ethemet port(1) Linksys USB3GI...  Bthemet{l) Active

STOMNLINE Access:
1| L] | L e

oK l Cancel | Hebp

Fig. 83: Interface has been assigned

Now, the connection line from PG/PC to the network has to be marked in yellow. In the follow-
ing figure, the communication path is shown using arrows (these are not displayed in SIMATIC

NetPro).

BB NetPro - [STRouting_Eth_DP (Netz) -- D\40_SIMATIC\30_Demos\S7Routing_Eth_DP] === )
D._ﬁg Metz Bearbeiten Einflgen Zielsystem Ansicht Bdras  Fenster  Hilfe |__||-£'_ |Fq
F9 S e dd 5 O BE N

Ethernet(1) i
Industrial Ethernet

MPI(1)
MPI

PROFIBUS(1)
PROFIBUS

Eﬂ
|CPU319

CFU IMFIIDF {DF (FN-ID

3133 1 i
FHIDF | : :

| 1 | ;

2 2 3

m

Fig. 84: Communication path

Finally, all HW configurations and connection data are loaded from NetPro.
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5.5.2.2 ibaPDA configuration

The following entries have to be made:

P = 7 b
it Py ¥ S B
Bt b V0 Mepeoc R . 1Y B e

O & 5 i 2 B - || Hardware | Groups Technostring OQutputs | 53 (13,

-4 General S?-X_plorer_.ﬁ 9 {U

-+ 57-¥plorer ~ \ ’
i ST e
& 5 /-#plorer 319 (0) =7 ¥ ? : ; ;
i. Thick o add Fiodhile.. |ﬁf= General j Connection [r\f Analog [ I Digital I@ Diagnostics l
Unmapped Connection mode: | TCPAIP - Connectiontype: | PG connection - Timeout &): |15 )

Ak DP address Rack: P s 2 H
Activate 57 routing Address of device acting as gateway (e.g. |[E/PB link): 57 Subnet 1D of target net:
I 152.168.50.95 I 02D&-D00B

CPU Name: @No address book -

Fig. 85: Enable S7 routing

Activate S7 routing
Enable to use S7 routing

Address
Address of the target control (here CPU319)

Address of device acting as gateway
Enter address of the gateway (here CPU412)

S7 subnet ID of target net
Enter subnet ID from STEP 7 NetPro

You can identify the S7 subnet ID in NetPro. For doing so, right-click on the secondary bus sys-
tem and open the “Properties”.

' 88 Nethro - [STRouting_Eth DP (Network) - DAD_SIMATIC\30_Demos\S7Routing Eth_DP] = e
B8 Network Edit Inset PLC View Options Window Help =
E% 5 SR daiH S BE K

Ethernet(1) 4
Industrial Ethernet
MPI(1)
MPI \
PROFIBUS(1) \
PROFIBUS
T T ‘ Copy Ctrl+C
CPU319 CPU412 Delete Del
i 5hL Arveeieseen [ [cFU wRiDE PO Print parameters...
PN/DP i ;:12_‘
| b | 'm 'm Rearrange
2 2 =3 2 =
Object Properties... Alt+Return

Fig. 86: Determine S7 subnet ID
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Properties - PROFIBUS ==
General ] Network Settings |
Name: PROFIBUS(T
| 57 subnet ID; [0206 - [oooB |
Project path: iS?Houting_Eth_DF‘\F‘HOFIBUS{‘I}
Storage location
of the project: jD:\4D_SIMATIC\M_Demos\S?Houting_Eth_DF‘
Author: ]
Date created: 01/04/2018 01:02:13 FM
Last modified: 01/04/2018 01:02:35 PM
Comment: 7
oos | __ter

Fig. 87: S7 subnet ID

Reference
For more information about the S7-Routing, please see:

Which modules support the "S7 Routing" function in S7 subnets?
http://support.automation.siemens.com/ww/view/en/584459

Which requirements must be fulfilled and what do | have to observe if |
want to execute routing? https://support.industry.siemens.com/cs/ww/de/
view/2383206

How do you enable cross-project S7 Routing in the TIA Portal and in STEP 7 V5.x?
https://support.industry.siemens.com/cs/ww/en/view/109474569

5.6 Use of MPI/DP-TCP-adapters

Siemens S7 CPUs, which do not have an Ethernet interface can be connected via MPI/DP-TCP-
adapters on their MPI interface.

Adapters, which convert the S7 communication from TCP/IP to MPI/PROFIBUS DP, are offered by
different manufacturers.

Basically, these adapters can be used together with ibaPDA. Therefore, the connection on the
ibaPDA-side must be configured as a TCP-connection.

The access on the adapter is possible over its IP-address, which can be set by means of the asso-
ciated software provided by the manufacturer.

In the connection configuration enter "0" for frame and the MPI- or DP-address of the S7 CPU as
slot.

For more information, please refer to the corresponding device documentation.
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6 Support and contact

Support

Phone: +49 911 97282-14

Fax: +49 911 97282-33

Email: support@iba-ag.com

Note

P If you require support, indicate the serial number (iba-S/N) of the product and
1 the license number.

Contact

Head office

iba AG

Koenigswarterstrasse 44
90762 Fuerth

Germany

Phone: +49 911 97282-0
Fax: +49 911 97282-33
Email: iba@iba-ag.com
Contact: Harald Opel

Delivery address

iba AG
Gebhardtstrasse 10
90762 Fuerth
Germany

Regional and Worldwide

For contact data of your regional iba office or representative
please refer to our web site

www.iba-ag.com.
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